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rray rruurrrJrsrffcEncsn ifiecUrJuer.L$l?ricennrrtnfrS eeav nrrefferLtrnaaes ffJnarJden

tutqeS, cc:.l?ainfr 1uvff Un aJnllLnclrdentuurltqel ?fi .ULlvHnrifi ,fl l.
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fflincr"urJentutqel aSrcUrficSnseuuflal "nflq" aSlcLl:.lurrsr 51ffnar

"Department of Cyber Security" =;urfl "DCS" tcLrrfflrfil ,ffX3fn?tLtnlr.lvneuffl6n
-anlrJannleeJ nvqclrfintutaf; eeav nrrfiRr:1, "Eurav0nurneLllesrrrinrr?fiecn nyqcl
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0u1m rcav egueansn

r'llnml s uirrff

ff lnarrUentutqcl "8uirrifi 1fi :

, x - .i - o" "t --. .t
1. ffrfiat, cq'erfrr ffuavmuturvnntHl, 0necrvr.Lr ceay flfinrUu! nlrl[rucunllvtuuruael

fin-5nqvullJ rrav nvqalcfinI:.LTafl ceav nr:.lfisr:-r;

z. frrnir f;t3 ceav UuqJl Ur:nrfifffn rinSafle3fiuc;n3rrnar.uUentuLrnr3tqc8 ?fiecuncrury

n 1 JJ n a 1 J IuurvH l ?tlceer a v tauv ;

J , o- -" A,J. annluvnuernnuulu, nlan, avuJunllJ, ttulJu[luvHln [[ay unnlnnJczg]nucJnJlu

n1ufi nLnvLl nclJJL.lentutqcS ;

x-
4. filn5r f;rSilnavcuttnlntl, rrutlnlu, ttulrllu ccav tnlnrlSuavs;n rirslfi16nfi1UvfiUn

o vt,v
tLn (elSuutJn;

5. {rne1, r-rr?{ ecav finr.nv:.rt rylUvfiUnnr:JnarJrJsntuLtqcil cem3qrn efieBuuyfil ?fiecn

nrrSf;nr:.Lae1f;nqvurrff6ner, eautqae35nqyu1r..r, fl4r=rrarrcem3qrn eeav tnla11
"-i,
fi r-rq r ri 4 :r a r a srl rff * t fi la e 3rJ v eur n ? rfi "fi n a u U e n t uL ;

-XrooLX46. fimir 5enrv,5tai4u, cilrar51, nnnrl, ncnnl, ec63effe:.1, r.Jye.filnar"uflJ], noutfi [[ay

cefi taemnsncfi lrnrlavOunerfi aefi ;

z. frrnSrlr?{efintrtaf;UuurrJvfinfi n;afi:lfiuaJnllrJncruJentrutqcU eEr?lElrpncJn

3rrcsnqvffnff 6nsl, Snqvurrff6neL rcav H1fi lff 6eie::;

8. {.une3, ffnntl rrav ncnnl Ulntriauirau uravffnfir:LncrlUentrutqeS ?LagucannarJJ
uo.ir
Sutinqeu cfis?fiirefirqavfinfinfie1, .[nuvu.lru tfirrnnyql]J ririlnunnyqrrLfirr
nalJueotu.J, Renfl slmll;ffnrutu [[ay uyuJunlu

9. ffrnirfrr1, tluU3 ccav tuuceuJJlnnvrllu n;afiu narJuentutqcl fiaalrll srneca ceav

qeucea;

10. *tlavuJunlu eeav *lcSr ?ri U:Lnrtnl.rtfrrqrui4r.Larcsrrlrisrfilaelqrn cflruef;erri

urr1fi rrefinfln fiu avOu6:.LrJvffUnnt:JnatlrUentrutqeseeurlqrn efieefrrav5lnarldentut

24t7;
z.', u s o o,L,11. ncnnl ceav il3tJl Ulnteuvneleeeinlnsirn'(rirtfrlrnnvqrlfir:lncuJrJsnturnrltqe8

nerJuavlre2r adU ara;

12. een?uevlru1n ?rfiunffr, ilffr;nfll ecav ntrinfil fi.03nuvf;1avfircffluayffnfirrnarLr
,LLO

ugn [u [q[u;

13. sen?u*1rsu fl llhlLJJnlrnteff rmnvff n ceav nrr.l8f; nrufi luncllrdentrutqeD ;x,-
14. ff:.lnir ecay fflzymuru lytuulu, J-tlonynrlnrlilelfiLefinqrnf;Hlff.ueelaru;

ts. ir:uvuJU nclJJrJentuiqe8 ?rfi r;niir, ilffgnfir ceav nrltnfil fi?fi8f;n1rJ, rrentJlu, Hu

uueJ rrav cfiurcuflqrl utllav0u3refieiln uru?u sr-JrJ ara;

16. *r1ffnav:ir, ilnOuBJ, tnfivul, efiueeu Urntilffflr, ffnmLru, rrulJunlnyarn n;afiu narl
rJentutqeS fi34rnr1 eeav the1fir;
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11. 3uee61eun. ?dinrEnsl rrav ec:-rvurSrit-le1ffr n;cfru ncrrUentuJrnrltqe8 eirlnrrxverfi

es1 unfrr, ilffr;nffr ceav nrrinfrSt
x, z {.-. z -18. fflrur, xvuiLeliur, Ulijrilirrinqrrntrnvurtfinurrltqcl ccav Staa4r.Larc*ltJuluull

eerJalu efie?firurnsa:.Lrin;cie1 eireilrnvffnrravu;uff oulJlU;
x-t9. ffrnir, frnuvurnrltr?{ qeuirc, slnrrc eeav aviluefintrtaf; n;afiu nar.udentrumrl

tqeS;
? -.

20. ffrn5r ccav rJvsr:.rftr-rriufiuavrruxJnlu rinSaiel ?rnrrfir1 ceav finuv::r rin4niln
5 uB r ?rirnaufr fi lrJnclJJUeoturnrltqel ;

21. finnu, ncflnl, efiunr, Hlaar rrav Rlullu nu-itr?{irrl-plcallJ urr5reficf,n rffEnfiu

ffnurtu r[av ayuJunlL;

22. ttcttu,rJvsrrlrr-r ecav sar.E cJnllur-rclrlJsntuurltqes fiu 01nrltnfr1rffn;aiel fi1
o3

uJlU [U. UJInU]J ttAy 31ntJ:
v,

23. firliirefiu:ir avfffi ntrtarffurrltqe8, ntrnvthtEnurlLrnr1fift1fflegLnru n;afiu nrl
:ir?{5:.Leficiln rffcffnfr {uru?r.r ecav n;cEelfiu mrlUvenn;

24. fi rlnelnr:-r6 nfr 1, u;viln1rr, Eururi rq3n* r1 ceav dvff U nrLvtuuruei ruvf, nlru ;

zs. filceuvinfr ceav frereeUlfuHrUrffyi 5u?{fi15n0f;mrrL ccav av8ufrrqrrtnlarl rlv6r
.l

uzeJnrJ;
- nZ,-, ^ ;-A-^ . \ \ o

26. cfiurir, Urrin sverfiillUrfir3rr nr;rff.Efir.L3rr.l n;afiu cJnllLnclrJrJentrutqc8 efiesvcui
Zno6o
Ereuriruaravrr ?un;nffqr, ris30firLlrr nllrnclrJ[rrurvHl;

27. *tyeuuiLnrnv:-n [[av [[rJLnlLcffeLtlnaaJn]1u Uv6reffsL, rJvtrrtrurn, Uy6rE, nrlsvtul
ceav fituavturl cfiesvcutri nvrvirn y?c1;

28. Rvmu, a1u1lu aJnllLpelfft.tnarJuentrutqcS ?rfinvqa3efintr:tnf; ecnv nrlf;arl ?:.tecn
t,,J

avtauv;

29. rJvff UnuilrriSu5 nrlnrurreuulluaelnvrvfl rnvqclefi ntrlaf; ecav nrlfr arrL.

rJ1nn1 4 asurenfin

ff rnarLrUentrutqe8 .Uf; nfi 1fr :

1. aveuifrr1, ilrul r! f;uirl ffffnrrffn;aie1fiu cJnJlr.rnclruentuur3tqc8 ?rfiflr.lcril

fiaravrr;

2. svcuieeurJnlu, ceur.Llrr:tn1nr:-rn5afiu cJnllunclJUentuur:tqel ?ficemnculryfiu ceu:.t

uouvHlnflarrlJenturtqeUcemlqrn senE 2035, Stsrlnnrlfinuylrcanqvfinff6ner.L

ceur3qtn tauv 20 E 1Z.OZ|-2040) eenv unlnvslnnrrfinuvrresnqrffnfffine:-rcernlqrn

tauv 1o31zozt-2030) eeav eeurfiouvulrsnqvffnfffinelleeur3qrn tauy 5 Z lzozt-
2025) ?rficite nvrv:irnvqalefintrtaf; ecav nrrfisrr fiaravrrsusel rrav evl"Uer;

- -X -. Y ^ A,
3. sveuucErcilrsvulnaes 61nrrtnfr1srfir.r rln;afle3fiu cJnllrJnclJrJsntruLnrltqe8

nt.unrrcrir.rff ae1 nv:.Lvr.rrnvqa1 ;

4. sverririr?{aruSu5q1n1u arnnrlffnnrr, ,fr",rr51, nanseuayOu, Uve.[lnarls31
av0u, efiunruur;rlnrueeu?uevrJUlnnrucireffr14avfinfirrnarlrJenturtqes, nrlEl
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uvu;lnclrrJentutqeS ceav 5r.L5 rff n5aielfi u cJnlluncllrJsntutqel nrlncrl
e uuvftr?rrcnavtaur;

- - fl, o s y a s, , ^ Z Xs. ff nnruUlfl cr.lrruru, f; r3Urf; rlucril1 ?rnruneutfi emneLnerRnrf; L, neutfi UvrinnlLmuLn
A- "- a a-
ueiinar"(r s51ffireeraru ?fi.Enallsyrxju ciav Uentu;

6. sverffeErscJJrJvqJJ, Htt.tv:..rr, iln0u3ltauvHr ecay tauyurc rJuru?ll r[ay n1] Uycrnn
a,
rnn;af, eifr u cJnllLfl atrUgntulmrltqc8 ;x,^

7. f rceurjurJvlrraruarur-lv'trEae1ffl n;afiu 6nfin0uBr, nelrJvaJJ, *r.uvln rrav [[rJtJ

effslturcaSnlluLnllnlu fi1unu?r eeav nrlUvenn;
e

8. *vcui6nf; ecav f;erecrJl ?UvnerJav0ufirqrrtnlall ee3fl.u;
z-.

9. svcrfi f;r3fi3, iluUl, quef;nff1innrrinfi1, ecn1fi1, Cnf,ru ecav flufler.L ruviln3rl eelffl
nlJrRvullu efi s?fi sgnnslfi u aJnllunclrdentruurltqes nrr.recravtauv ;

10. sveui rvtuuru, ef;sr-,qr-Er, 8rEl, rifir1 ruvf,nJlu rray rJyfiUnStu nlrlayuJunlu;

11. ncon1, ffrJur1, svuueliru, il1tJ:-ri4lrlnqrrnrlnvrirrfinrnr3tqcl nllnlusyrffiael
, a,

ulnRcuLnnJce9l;

12. svcui rrlnnvnlL ceav Sffnrrccfite n;cfiu aJnllunarruenturtqe8 riave.fin n ffnulru

rrav avuJunlu;

13. nannr, ncnssu ffnrnt efiegen, e1, nraefigr, tav rfi qucf;n Ulnr rnavfin rin;afiu
cJnllunclrdentutqeS;

-X s , e-^
14. sveufiffrnit ecav ff:.Lavrnutu tLvtuutu, rJlnnvnlunr:-rile1filcfinarnf;H3ffleetJa1u;

15. syerfi eflrUlnrilnUrrinncr"ucflr?4, Suur salfiu 03nrl6nfi1 rl3ruru?u, ,rnfru ,,*,
srff r n;afi u cJnllrJnarrlJentumrltqeS ;

16. een?uevlJuln, illilrnruircfirnavffn n;cflu naru]entrutqes ?rfir;nff1, ilffqnffl
-vceav nrrtnfr 3 r.fr .03nrJvft 1 ?rfi nru85nru;

17. svcr:ttn rrav rflrsal nelUvql. *rrvln, eeanrJ;l i4l-a",asrL rray iln0u3l, fin{el
Su"U ffai3 n;afiu cJnlllJnclJtJgntulurrstqe8 rfilrlru?tl ecav mr3Uveun;
3^-<?

18. ErccCIrjudvrtraalraeifil n;afiu 6ntin0uBr.r, neldvql, irr-rvur ceav ecurcffeLtlnc

aJnJlurnllnrr fi3urru?u reav nrlrJvemn;
3 -Z-19. Erecurtnfr, firnsl rtav frerceUlfuRrUlrff1rff Su?{fl16n8f;urrrL ceav avilufilqrltnl

oo,
a1l uvaluzelnrJ;

20. rlr?4tatn araef;n "LaoCERT" cEt?tlc;nlrlLnrrf;rlffnavnr, nrlefiuceuiJJLalaslu, n1l.J

?rinau$, ntrfi afi r, ntrcc61eff eu riav neuIfi ernnsnefi r rieff nErfi u ay0uneJfi aeff;
x,<2

21. eDtsau nelUvql, iritvr.Lt rrav e^in0uBl cJnJlLflallrJenturtqcl t/ruruh rray

nrlUveun;

zz. cb.ti;au?:-inrrfrrl ecav UurJl UrLnrilfifir rinSaieSfiu cJnlllnarlUentrutqe8;

23. srrpu Hlaclarultl dvffnntrurOm rffeffnflr:elrlf;ft1ffreeraru cLlraruSr, grrin, r)y
61 6 effeL eeav UvarE ?1fi nvuvflrnelBreffcilnecurlqrn;

,ov-.j,'24. UynUASngU! nlJJnlUJJgUrrUlU2gl nvUvLlnvqCl.
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0xanrff 3

tn3rJvneunrutnfrs

rJlcto'r1 s tnlUvneuff i6n
flrnatLilJentutqel .Utn1Uvneuff36n fi34rfr :

1. ruyecln Hlaal ce av scr"[ (General Affairs and Cooperation Division)
x

2. ruvecln ffr:fiar ceav finuvlt (Research and Development Divisicn)

3. urvcc:.tn Lt1fi:.irrrnnvrllll [tav lvtuutu (Policy and standard Division)

4. u-ryrcln neutfiemnsneHlmtlneJfiacff (Lao Computer Emergency Response Team

Division):

5. ulvceun Stai4rarastlut:l5lcffciln (Content Analysis Division);

6. ulvceln rJvffUnnrlnclJlJentultqe8 (Security Operation Center).

rJ1ne11 6 tnlrJvneuunnvalneu

ff .unat.udentultqes "[tnlUvneu unfl valne:L fi 1Elfr :

1. riauirffl 6rlal 01 unLr, Eufinqeufi 5nqv.0rff ceav se15nqv.0!fiWfrn1cJnllrJ nJa

fiu 8r*re5n rtav iernffn0nusl ?unrlUvffUna;n3tlas1ffl.

?:.tcaarrfi auIrff r ff nEn fi e1reuf; n?rfi selriaulrff r rnrr?nrfi 1 E nsrnrLrrrrL ;

z. selricuirrffl irlclrfil qauricuirffl frira;n1rr?nrfi1 nlJJnllrrullllr rrav nlrJJJeu

uuu; Bufinqeuefuicuirffr n;afiu Er*rcin ceav &atnffn8nuel pelaJnllrJ rfffirfrtr;

seyfiar:trffr ffsnsrnr:.Lcernr fielarultraSn3rrrfftfi6nfrlrJvffUn?tltauvEnHlnlurrulJ
{ o-^ u
ilr'(r:ruiauirrff r urut!1fi urtrJvitntl.

3. riauirruvcern, sslrhauilruvrilJn ecav Snqvnsrsqtnrutrrarr:i1 nrrnrrririlnrirecuirllt:.r.

sfiunrltUra, Huflsr, een1fr3,0nriru r! ilneirceull cclrrJvffUnnrrffnrutu rrav avuJunlL.

uucnfi 4
oL

uulm eglffmavujvffun

Jmml Z uirrfieel ruvccun Hlacl ccav sal.fi (Gencral Affairs and Cooperation Division)

ulvrrln Hlaar ecav sar.rtl .Euirrifi1fr:
X - - ..i ooo ' Z - .1,l. flLnc1u)J2vutuluuunlJvn, fl1fi1, Lnn1, avuJunltJ [[Avfl1[[]JvlJ1 nlJ! e9l2lJ[Ln] [ujg

irucfiuceu cf;erf;r ?fiuvf,n3rr-Snqvner rutu?rffr ceav rIerrllSnfilrJvffUn;

2. cLllesrrrinrl?ricennvlvfflhnrl.lffneifiafir, sal"U, stlHrut, eEnOnU:-rrinntrsaui
Z-Y-ofl

ceav ir;nfulnr15 sa,ufiu U:-rnrO1nrrinfr1ae15n, cenvfrr rllutu?:.L, rutnflir eear stfi:.t;

:. e6rsarfrrnir frr1. UuUl, fincefi Urnrilff:irnll! ri n;cfiu cJnllunclu.Jentrutqc8;

4. efrunr, filne1svfifi, f;avUvLnSnuvf,nltr rrav nrrr.Jvc.Sr8r.-r1rr n;afiu cJnJlu

uvilnlrr-SerqvnerJ ae1ff l ;
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5. {lne1, rfiunr. efiu.[r31. siusJ] ecavEnsril:lnlrenvs"rur5nllr=r,6l-areen, nconl

narlffnfieleelrenyHrL nei.Jsvr.rrxve ffinvrvffr "Enrrrh:.l efiece anUtueenvxtuce uueiu
v\-.!"\

rrav muureeintpiln t[av tfieHJeentUrxluJlnsa:.lEl5rffn5afls1;

o. frr:n5r nrilnnreeul33r::ae3ffr fincf;an rrav fiaravrr?rntrsvcrffeielO uvilnlrlrutu?::
^eoon JJ ruJ grJlaveuu nvrvfl "ufi atav:.rt ?rcen avtauv ;

x-"^
z. fflnirfirilnlrnqrlejelta rcav f;r1eeurCnavfiu,8r41:if;r1 uvilnltl cfisilnLnvLlnclrr

$narlsru-rrn htauv*rJ. n1l ceav tauvulc t!1u?LffLl;

s. frLnJr eeay irsyeuiIzuefrin;cfiu nrrrJvfiilnrvtuutuntl: rrav ntlLdvffUn avu;uStl

ee3 uviln31L-Snrlvner: ae1 ffl;
9. efiunr, cfiuJ;r, EnatnrrJvfiu, nlepeJnvllvfl.u ecav ntlit?{nrdvfiuuLru?llffl ?fi

ff nfi e1 nuav u JUn 1 u, rI e r fi 13 n a tn ctrli utn t 15 n q vnt:.l ;

i0. svcufieeur {rne1, Orq3Bnsr, ?:Lttul,,finnr.unannr cfie1.8, elJvneLefinfin, uturvt-lv

1ulb,,fl uHrU n ecav f uf; r ac::acrtllr:I n ritl ?rnauEufi nqeuae3ff I ;

11. ft1acl ccav svcuiecu:-rjur.JvrrrSu?fluvirE, eer::-rjurJvrrr?rnr:.rcffe:.Lturaa5nl1L ael

ff r rirerrl lRvLnualullri :Lcri3 ;

12. {lne3 ffnnrr ceav :ir?{judvnrr-nruejr, SlUrf;aruSu-atuirtu, .iru dv'tr 03 effstJ,

06 effeL ecav Uv'tt8;

13. RyUU fiarnr finmrl nann1Uve"firfi:.l rrnv rleerqerilns;r nrltnfr3rlvffUna;n3rrael
s'

Urnrruvcernnrr urru?rfir eLtlecnavtauv cfie?fiecunerurv fiurffnu1l [[av [[u]JnlLaarJ

aelffratlesn;
1 4. nvn;.trnelUvq rn 1l!, cJnlllJfi rfi nrr.L ccav eSn0 nU :.lrinne3rJvq laelff I ;

ts. frrnir rray nynJJJefre?LcenralLnll: ?finvrvirnvqcJ rrav nvrvffr efiecLtri4u ?rL

x,,
nrlcErsarnelrJvqil ruru?:.1, unnfil eeav srffr firra3n1rr-rnat"uUenturnrltqcS;

to. cLtl?anrsUvsrr3rriufiu Urnr uvec:-rnnr:-rruru?t:ff.r-r ecav urnscrtin;aiel ?rnrrfir1

ccularuEu-arutru ae3ff l ;

17. cLtL?anrl rJvsrr3rrhu fiuurnaarrffnjaf,elrl3qr:nr1 ceav rielffr.L ?rnrrtnfrlUvffUn

cJnJlu ae1ff r rtr1"[r.Jvfi nrifr rff ;

18. Suriufiu urnsalfin;afle1 ?lnrlE:.LecurLtnfrgr.tvneL aJnllusqtsveurv, *ercerJlflu

3rUnfi1ri 3u?{ff16n8f;Lnrr ecav av0ufrrqtrtnlnrl rJv6rilae1ffr;

19. rJysrl3lrhu fiu ffrccurnrr eeav nrucjr n;afiu nlusvrruatuBu-atuirtu, efiuntfit

rnJu i[av nt0f;nrr;

20. r]vsrrllll rrav frr.LfiarrJvneufirefiL n;afiu eenvsrL8usera;nSt:-rnat.uUsntutqefi,
1i,, o ^ o o

elqJL-UU],J, 91qJU-AL, 9lqJrJ-R.[n1U, 91qJ]J-erJ[nU, 91qJL-Rel[AU, 91qJU-g1[IJAn1,

erqSl-Onsvnstf; , elaJL-nllJtnt ceav 5r5;

21. Uyar:.t1rlilafir.t fiu Ulnrqscr.Sselr.Jru rrav OSnrr.linfr3srffr.l efisutnecule0rrffl
A,qcucrlerlnSaielfi u cJnlluncllrJentrutqeU ;

22. dyaru1rlfi afi l fi u 0 lnrrt nfr 1srff rL ri n;ci eSfi u c JnllrJnar.urJentutqcfi c{ r :

il ^ e
APCERT, JICA, KOICA, ITIJ, EU, APT, FIRST, CAMP r[av e]nl1J3nnlRlnlJelJ!;
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23. nvnSlnelr.J;qlnr15 a3n3rrfiffnrr.l ttav eSnilnUrLrinne3rJvqlxsseeasrJvargttin,

cffer, 3 cffelr, 6 effeu ceav r.Jvir8 ae1fll;

24. ffnnru ceav 6rnirllvneunrcfi:JUtinreenv*ru?lneucJnelqJL, ADGSoM, ANSAC,

ACCC, CyberNon'r'rs, ASEAN RegionalCERT ceav ASEAN Anti Scam;

25. 0afrr ecav rJvsrr..r3rr fiuurnsa::n5aflslrllurruh, ,rrfr, ccav srffr efiesver:i:.rrii1

uvilnirr efl,rarnel lvz,l,it.uv:-;t ecav iln0lBr;
26. 17acu, cfiu:ir ceav svcrfifi aufi iu-tu cjrcffer, ffntacesllrr-rJv6rnrrefrrutravilu

2417 zq uvilnltr-snrlvnelJ rutu?1ff I ;

27. Hpct-t ecav sverfice urjur.JvrrrEu?{a;n1trUvtr3, cculjudvrrr?rnrrcfier.rtLrrcasn

1rr.lae3ffl rIluru?r.,l ucav nrldvernn rirerrIlHvLnualullrEr.Leril ?:..tcena:tauv;

28. Hlacr ccav efiurirnrLcfieutlnccJnlllae3ffr ?recnavtauv;
3 ^ e . A- -29. fr.yccuyluUvurnrlrffeLtlnaaJnlluelAJrJ rneinfirfiuaJnJltlncllrJentutqc8 ?fiuv

iln1rr ccav nv:.rvrr cenavE;

30. svpunrr:infr3UvffUn ecurfinuvlJlpvrrurJlefintrtaf; ceav nr:.Lfisr:-r Uvtrlan 03 rffsu,

06 cfferJ, 09 effsu, E, ntlsvtul, fitusvtul [[av [ttJ]Jnlr 05 E;

:t. frrnir, :irsver:t frr1Urnrtn3nrrLf;1rffrLin, tnlnrrf0JJ rrav tnlnrrqauer$e arn uru?r,
H ^ A.

urniur ecav srff :.1 rinSai e1fi ucJn jltlnctt tLJentulLnrltqel ;

x --32. fi::nirfir3tn1nrr, rruunlL rrav rri:ullr5lavesnaslffr cfig?rissnnel fiuecurqnurv

srnnrrfinmv:Jrnar.urJentrutqcscernlqtn senE 2035 ceav ecurfinuvrresnqvffnff6neu

?:.leenavtauv;

33. HvrIU aluJlrJ[[u1ln1l, [[uu]1u, tnlnru n;afiu narJlientutqcl ?Lfrurnsarrffn;ciel

mrrcenavtauv;

:+. tnfilfrrevmuruUunl[ru]JnlL, [[tJu]1rJ ceav ffnavriraelecurfinrnvulev[ruul efintrlIaf;
.i A-

ecav nr:-rssrr.; rI[infi r.rfi ucJn]1LncrlrJentutqcI ;

35. svpuftlacrlcJnllrsar.U utu?:.L, r",rfr, ceav xrffr firra;nlrrnaru.Jentutqrs;

36. svnr4u ecav H3acl nrr-rtnfr3r..tvffUn a;nlrreffe:-rtma ae3ffr rJvirerffn, effeu,03

cffs::,06 effeL eeav Uv'tt8 ae1ffl;

:2. fr:-rn5r ceav efiu:irsvffff c;n1",utEltariln0uSr ecav *rr-rvr.nnt3l rJ ruru?r eeav

rrlUvcmn;
Xq

38. cErsar r^jn0uBl, neldvql *tlvrtnr3S fitlSqtnrr druru?r ceav nrlUvelnn mlJJnlL

crfirfiaelnvlvffl;
39. UvffUnuitrff urav f;nEu5 nlJlnlLJeutrulupelnvrvffr.

_ -i, x -
r;1nm1 8 urluiegJuJvttun riunat ccav Enuvlt (Research and Development Division)

!, . - l,"t z,
uJv[[Ln nuflc1 [[av unlnvLl JJuuluel]L:
X-G,

1. ffrnir,5ta, rinael, r.Jvc"8r tUsecnsrrJvftlf;ru ecav qellurcnll! rfi"E8rinvriu LnlJ

aviluneJJfi aefi cfi ece63eff er?rfi H1ff r ;
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x-
z. frrn5r Urnrlv5nnvnr rfintr.Ltaf;ffxrr eeav irr-elcslu n;cfiu nariruentuirnr3tq

- .i o , ,o,v ^[u ftugtuu[ttJfl clJJs tmslfl JJ ;

3. fr:.ln5r, ftr1 ecav -=ult1 illn"[,On:]rsveui, frn+n iln0u3l ceav *rrvrr a;nlrllSnsr
ncuJLJentuJurr3tqrI,

4. fflnir, *r3 ceav LIurJl ceur.ttflHvrJ1, f;f;1fi1,5ffte ceav 3:.11 n;afru aSnSrrEnslrrclJr

r-lentuurStqcS;
-Xs'5. nrnir eeav [rnmvr-n avilucfi ntrtaf; sveurv efi etr?{cEr?:.lasnlrunclJdentuurrltqcS ;

6. *r,lffnaviir, fin0uB!, tnxvul, cfiuecel Ulnrilffiir, i4r-eraarL nalJJr.JenturnrStqcS;

z. ?rfinr8nsr ?lnrrfirl rrav ffrnuvrr c5uufle5, ercrfleS ceav te5ufienflr ?ri-UnarrlUentu;

8. finmvrr, UuUl ecav filnel, cau\2,, Eera, ee5uficnfrr aesfflnarrlJenturtqcS;

9. f;r1 eeav UuU3 ec5uficnflr, tuscens"u ceav av0uceuinuJeJBrl rffn;afiua;n3rrBnsr

narJUentuurr3tqcS;

10. {lne1, ffnnuJ, ncnn1,0rqlSnsr ecav nru:lr?{ Lfieyinae3 ae3ffr-rnaru.Jentutqc8;
_x.

t 1. *rlijr svfffi nlLUnQn tarff ur3tqeS ql ruruhUvernn drtrE,
12. Hvqunr:JeffeLtuccJnJlu peJulv[[Ln Liv6tcffeu, 3cn eeav E;

'i'

13. Uvnunuljlrn [[av HngL: mlJJnlurJgutrulupg]nvLvnJJ.

rJmml l uirrffael u;ruunifrJlnnvqlu ceav uvtuuru (Policy and standard Division)
Y-^r'?

ruvcern[l 1iJ rJJlnmvq 1]J ecav rv)uuru "fi uI rri fi 1fi :

-Fs^l. nrnir*rluvIuutu, unuvslo, rinuulu, JJlelrvrllu, JJlnnvnlLdndel-rJe3nr narr
,Ls'eussou

d e n i ru t n 
1 
a r I uj r q r r c fr n I:.l I a fl i 4 :.1 e r a s r Uff 6 n e r ;

z. frrnirfialavul een?uevLurn firefiruavffn n;afiu naurJentutqel ?riunflr,

ff fi rynfi r ecav nrrtnfi 1 ri"03nrJv31 ?fi nrr0Snr:.r ;

il- ! Y

:. [l3iirlnnnvqlLnclJJUentu:ae3av8u efintrtaf;nrrfisrr iLrrarasrr, cffearunsJfia
,x

cff, InlarlfirqrrefintrIaf;i4rarcarr.r, avSunaunrr, eUvnolef;elfi, eeSuuBcnir eeav

ff navfi trnrSeer.Larurl luln,
4. cfiunrrhrr;r?rnrrfl ,rru;u sen?uevtlurn fircfirr4avfinnarlrJentrutqes;
- X v o o- u
5. nrnit crav :1r?{ U:.-rntrtnnvrllrJaelslflr.-rcflr: LSOIIEC27001, NIST, GDPR ccav

.i .i -, a, o .elJ: tuJgJJlUU tqUJlU [lJUv[iln;

6. f;r1 eeav fiJne3 av0uefiuflqr:?uevryurn, ?ufr38r, ?urJve.0:.; ee1unffr, fifiunfir,
- z - A"

n1uinfrl, rllurnin cuav eenvflr ricircilr14avffn fitLnat.udentrutqcS;

7. rJvstrltrfiuUunr nyqc3,Olnr:.r ecav 8f;Hnnr13 cfie?rifir8nar rr.r frtl",n",r-rinfi1

efiuceu ceav firevmururvtuurunarrrJentrutqc8 ?fieenH1ffl ucav O1nelfin;af,e1
ou H' o r' o
fix[21 taul]qnmel;

8. c2rsarneyJvz,u, [aaval [[av nlLScr"E avmatl Uvcnrn n;afiu riaifirl::vtuutu
rrav ulnfl vqrrncrrrJentutqel ;

9. rJvsr:.,tsrriufiuUrnravecurlnrrlfinSaiel e/qrnr1rcav fie1ffr-r ?rntrfinmtrJ, ncernl rrav

Uve"[rfilnrrL6nfrlUvfiUniruLUermvsrnnrrfinmvurnatrUentrutqcsrcurlqrn senE zo:s;
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10. f;riceul5ofi3rJvffiln, ffnntr ee av tnsvriefiuecuq,rnuvsrn nrr[roLnv]JlflcIJJUentutq

cl ecurlqrn sgnil 2035 ?unH1frrEu$;

i 1. RvmunrueffelJtmacJnlllJ aslruv[[Ln Uvareffe]-r, ian ee av E;t'
1 2. rJvfi f, nuir rri ecav f; nE :.l3 rlJJnlrJ JJeutrulup glfl vr.rv,iL-r.

J1nm1 I0 uilrfiae3 ulvrrun meutficurnqnc$unt3ner:ficcff

(Lao Computer Emergency Response Team Division)
ru v rr rJ n n e u t fi c r:r n ry n e f; r.l rn t 3 n e r fi a c ff .E ui r ri fi I fi :

t. Buce63eurnrynefir, ee6yffertuqnnuurltqel, ?rinrEnsrfirrsqrnr:1, cc:.Lvit Srinrritefil,
fiavOungrfiaefirifrnriratu, avOuffnrelv rrnv eefitaUum ?riarunfiuueBna;ntfiilnnvfi;

2. ncnfieu, ncnnl eeav Uve"firnarrs;lqeltnraaeS avOueiucf;e5, erccflc3, c5utq, cc5u

fienfll, qtriqr, cffeatunsJfiacff, av8udvffUnnr:..r (Operating system) ecav 5r5;

:. 5r:nir ecav Uur.J3 avuJunlL n5afiu JJlnnvnlu nrLneutficurn6ncf;lnrrlav0u nslfia
efi ceay unnvnr:.lsnnctuJsntru efint:-itaf;f;srr i4raraarr;

4. {rne3, ffnmrl, ncnn1, SrqlBnsr av0ufrrlqrrtnlarSaelff.tLnar.urJentrutqcil cUrfrr:

c5utq, Eerc, cf;c5, cfiearutSsru, ?uBuselnarluentru (SSL) aeluJrui (UTM) ccnv

uJruieSu (WAF), atucfrraelerivneu (License), av0ucf;eltulaeleffearu ecav 5rl3;

5. frrrnr, svuuel rr., il1il:ri4rrinqrr ntrnvrirfnrnr3tqeil ?rfic6rutrrfi firr3an ceav

ullnscrJnJcf, s1 nrrntrsvcui ;

o. f;r1ffnavrir, fin0uBr*r.uvrt ecav nrrfin{ercBnfia61 nrrneutfieurnryncHr-tnrltqcS;

7. 6nffnavfit ntrccalE::nct.uuentutqtl (Capturethe flag) rJvtrE sairfiu rutnnavffn utu

?r eeav mrlr.Jvemn cfiefinc5gncOrrffr tffqvrvef;n trlecafr?uayfiuurnfrr.L ecav srffr;
8. 0afirdvs1ul1lJ fiu uiraultr5nstnarrdentru (CSIRT) {urru?r: ecav mrldvcrnn ?rnrl

cefi taemnenefi rrnrlnerfi aefi ;

X,c?6<1d
9. cEtsa.u r^jnflelrlnsvntlf;u.E, Euec61 ecav cefiteemnsnef;l rJytrij rnur3 erq;rJ rray

H
RlnlJACIetJ;

10. f;uel:lr?{ tatnarcef;n "LaoCERT" cflr?rnrrinfr1 rr., effertmca;nlrrfirrnarL-trJen

tunrrltqeS;

11. ftlaar Urnrsvfffituqnnrr ficffnfrnn3tqel Ururu?:.tr-Jvcurn Uy6reffgr, tnun, 06

efferJ eeav rJv6ril;

12. svgunrLefferJtLnacJnllleelulvt[un rJv6reffel, 1cn reav E;?
,ovvaooli. uvnuCIuulln rrav RngL! nlljnlLJjgurruluPglflvLvnJJ.

rJmml 1 1 uirrffee3uvctunSta6qudramu uru5ucfi cfi o (Content Analysis Division)

urvceunSta&4udrcaru utuEuefieiln fiuirrfffi1fr :

l. nuflc1, H1l [[av uuuJ uunlumnl?rnJaeg] nua4uz1as1lJ[J1ugu[meun, HKJnJggu

a1u rrav ccfinuJeJ6uS mtrffnuulu rrav avuJunlu fi ,rqr1 efintutaf; rrav n1u
.i
HH1U A1l99n;
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2. frrmt, fivtr'uel ,,ar ilSri4rrlnqrl;nt::nvrrrtfin r.rrlfiH1ffleeLfriu nlJJnllayrr:tael

unfir, ilffunfrl eeav nr:.linfr1;

3. ffnntr, ncnnl riav alullrJ irJu=rrarl urrBrcffeiln ffEnfiuffflrJlu rrav avuJunlrJ
i o- A,

eu,r e'( tit uJ rns a :.Lrn n 5a fl e1 n r cii un rrec fi t a n t U ;

+. ffnnrlUrJnlela rieilrur1s318ff?rlft1ffr, ngutfiarcUel, aralneiletJncuJtJ rray

nlrJRln e4)Jelauonneruulu irav avuJunlu;
- i ,o,oo
5. svuueliq:.Lrin;aie1 ?rfi3nrJrsr::1ru fiuff?ri8f;nrrf;Hlffree::aru ceav ccfinuJgl$l3

r,lnrSdvemn ?:-rnrrecfi teU:.lmrnrrnvfi rfi n ur:.r3reff eiln;
- a u o o, o o o o ,\, v r , d
6. '(rirnrUnRl rrav ee:.lv:.rr n5cfru efiniln r! SrlnrlcefitaUrr:rr ecnrfffnesumlu u1Lf;

Hlffreeraru;

7. rJvsrlr3rfiufiuavecuu1 r.Jnq-rJna efieeefita nrlLnvrirrfinricffnfll ur::f;HlffleelJa1u;

8. cfiuflr ceav H1aa"u ilfinr ceav JJlnnvqlu rlturru?r.t ceay srfil n;afiu Eruarasru
e,:rr5refiefin, f;H1ffleeLa1u ecav eeilnuJgr5rS efiefrLnirfir1av0u rray JJlnnynlu

?Lnru5tai4ue1cs1lJ urrEr..reffciln ?rfifrnfie1ntr ffnuuu rrav avuJunlrJ;

9. f;r3quuru, 5ffIu ceav nerJefir rin;cfiu nrrnr?{ fiH3ffreel.L?frnntru efie

Hlacr ceav efiuecu?rincrrqrifiuHlffr;
, A' G? 

^ 6 \ o , o
l0.HJJmunuLUlnRculnnJcegj annnavnl, ilnsu5J rrav tnavutcuuceu lmnctl$ nSanu

nrrur?{fi H1fi reelLaru ?fi .UncrlrJentru;

1l.efiunr ecav Hlaal svfiff n;afiu fl4ldirasrrurrL5reffeiln, fiH1ffrreeua1u rriy
e',o.j,

eefinuJeJJSrJ5 {ruru?rlUvcun efiresvursS?riruvecrnffrnJr ecay [rnmy:.tr frr3ElrJv'trE;

12. tJvstrHr.iriu fiu nnrn zsjnyqclefintrtaf; ceav nrf;sllJ rray nqnr;n ?lnr::6nfr1

rJ v fi U n a 5 n 3 r r n r r il n il e 
1 

c fi n nr r 3 E I e ff c il n ? Lfi .E n a r I U e n t ru ;

13. svpunrrinfrlr.JvffUncSnlt:.1 aelnvrv:itrvnrrfirnelEr-reffcfince urlqrn (nneq) ?:LE1t'
reercJnlluaelff"rnarrUentutqes Uv'tr 02 fr1 fi rffer, 06 cffeu ccav rJytrrE 1:'ravfic*1

etcL [[J]Jaru3rlrJv'i r5l) ;

14. HvqunrLefferJtlnccJnllueeluiy[run dv6reffe]J, lan ecav E;
'i'

,oqoo
15. uvmunuulu [[av 3n9]J! nlJnluljguuuluagJnvuynlJ.

JJ1nm1 12 uirrffeelu;vccunUvffUnnrrnarirrJentrutqcS (Security Operation Center)

uveernU vfi U nnr In cr"u Uent urt qeI .[uirrifi Ifi :

1. :lr?4 ccav finrnvrr qrrJvfiUonlLflcllrJentutqcfi cemSqrn cfieSulJyfi:-r nrr-r05nrl
ael5nqvutLff6nerJ, ryrEueJrneSutqaetinrlvulrJ, 4rflqr:urneenvflr, qrli4uurn
-z5n, 6li4recurlqtn ceav tn3nrlfirqrriqrarasrrLriirfiraeldveurn rie0ray8ucErlr
.L t 6uc

cqercr "(riijnaurJentru 
;

z. cfrrav51, finmlJ, ncnn1,3enrv, ee61efier irav alulllJ tulnnnrrrnr3tqc8 2417 uruaytu
efi ntrtaf; nr13 Uvneu.[ : nvilutn3rr1ff rqrufl 4:-r*rasrLri*rfi LasSqrn (CIf , ay0u

s:.lnr1ff nrrLrncrJrJsntufl qr.-ra rcsrr-r (SIEM), avDuncCInl ceav meutfi 9 Uvnel
rJruutl (EDR), av0uff nnrir rrav [telfi rciutq (WAF), avOuile1fi unr:JtaJff rff earu
(NIPS) crav avDunrunrrr:.,r8 refr 1cff ea ru (NAC) ;
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3. cffunrnr, rir-nn, eeav flrineier.Jvne:-ize1 suU;ffUnnlrJflclrJrJsntutqcfi reur3qrn;

,+. ffnnru, nconl ecav Hlaar Urrnrerrynrr?{irreU:neu slorrc r[av qeurrc;

5. ftiaararulr::s:flffie1tma eeav tunnnrlrieffnflarnavilulnnUvculn efis31?rfirur

ecrnft 3aaL-r-sar.[ ft rlilrsrfr ff rJv'irE;

6. Hlaalarulrrsvffffqeltr:ra ceav trunnnrlricffnEratnavilu (Security Information

Event Management- SIEM) ;

-v7. f;r1 re av 5nfr1rJvffUn rrrJunlrJneutfier:rnnrrfirlnarlrJentuLtqe I (Incident

Response Plan) fi3ruru?u ecav avmatlOlntl;
8. nrcfirntrScnrvfrrurrtuqnntl (Threat Hunting Analysis) r[uurnlun (Proactive) cfie

"\3 o L A.i
83fl ecav Senrv iruqnnrrrncqelf erJ rrav U10rIrtfi ff nncn[ruInuav0uEnnvti.LIn;

9. 3e nrvilnff firf?"q ce av 03r-lvneuee3avilu (User & Entity Behavior Analytics -
A'

UEBA) cfi ena nn tL nv rirtifi n ilnnvff ;

10. r.JvsrrlrrfiuuJv[[Ln LaoCERT ?:Jnt:Jneutficmnnt:.l6ncSr ecav ecanr,tSr.ti4rtruqnnru;

tt. ,flrrr, fin0uSr, strvrt n;cfiu efinhlaf;nar"uUentru ceav ntrfinuvrtqeucca
aela v ilurjvff Unnrr.Lna rLLUe n tu t q e8;

12. svqlunrlreffeutrnacJnllueeluJv[[Ln Liv6reffe]J, lan ecav E;t'
vooo

I 3. UvmunulJlln [[av fiosu! nlJJnl]JrjsuuxlueslflvuvnJj.

uxanfi 5

r[nnru ccav rcuurcuuSrffcSncsn

rl1nm1 13 r[nnru

fl "unarJrJsntutqeU cff sLtrnanrrfi nnr:.l fi 1fr :

1. UvffUnr!nnllacrJflrLr.JvqrrirJvtr rrav fin51cLtru{,rnvlvnjafiuUrmraaraelffr;

z. r.Jvff U nJvueuricuirnJa, rrulJlrJ?riqnff rs ufi nqeu icav efi .uavurururiaff nr.Jvff nfr rl

ael uviln1t:.l-Snqvnel rrnavfiu;
A

3. 14nnrreffeutmaa;nlrlcelrSl?s ffnuutu, avuJUnlL eeav r!nnruaar-r ae1iln-5n;

4. :lrcOrreuaurlrvtuuruaelfin-5nrlvu1u riav :-rrcsrecurnrrrJvtrE, ccur 05 il eel

nvq a 1 ut nfr 1fi :.l avururu ?ri tfi S ufi :1ff ;

rJ1nm1 14 ccuurcr,:u5rff cSnaSn

fi rnaruJenturtqcs.fi ccuuecurSri eEnaSnfi 1fr :

1. c5na;nerurJllrJ, rruLnlL cenv tnlntraveJn, eefitaa;n3r:.LrJr1.03nryr ecav "8eflruuru

hecravtauv; rJvsrrRL-rfiuUrlsvuinceuI:.Lcefir fiu urnaa:.lrin5ais1 cfisEulivfiL?L
- { . ou . \ \ oo 2\ ,u

n r I 6 n fi 1 
d v ff U n a 5 n I r rL n a r.u U e n t u rn r 3 t q e I ? rfi t fi E u fi :-r n ;

2. cf;na;n"Dnruannr, ffnnrrqnf,, svtluqenqerOnsSr-l rrav ffatnt fi:.rtfi firexu;

3. UvffUnavueudvz;-uJvtrtcffer, 03 effsu,06 effsrJ, rfi UvrrE ceav rJvfiUnavueualulliJ

?rinrqaleUrilnnvfi;

4. rJyffUn nrr0a&lUvslrJllu uru?tl rrav LulurJen ?rissnneJ nlJJavuJunlu.
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uxanrn 6

0nUufin4nfiru

rl1nfl1 tS jurJvrlrL tLaY mtUvfiu

fl.unarrdentutqefi .SjurJvrrr eeav ntrJvtlu cfie5u?fl?Lni:JrffeLtLncaSnlrr rnrl

anqvnlu

Jr10m1 to nrrtnfrlrJzffUn

Urnrnr::tnfr1 fiirfiu nvAcl efintutaf; eea" nlrf;slrJ rrav mnu;1nsaLffn;cflsl61
-{Eu$ ceav 6nfi3UvffUn&finf;3svUufitJr1cEl1an

rJ1nm1 tz 8uHnf;n

znnalRvuulj JJTJLRnHn IJU[[nCLA]alUtqL[UUnL (U rrAv U JU[[ULemnA]svUU

eanri lgo/nna, 535uff oz qrrur 2022. .&
YIJUM

Hufiqn Suu'ra.r$3
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