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ASEAN as a leading digital community
and economic bloc, powered by secure
and transformative digital services,
technologies and ecosystem
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1. THE VISION FOR ADM 2025

1.1 THE VISION

The next five years could see the ASEAN region make giant strides towards becoming both a digital
economy and a digital society. A substantial portion of the ASEAN population now own broadband
devices (either fixed or mobile); cloud services could make it possible to deliver innovative functionality at
low cost; while the COVID-19 pandemic has opened the eyes of policy-makers, regulators and businesses
alike to the advantages of digitally enabling a wide range of economic activities. But what will this digital

economy and society look like?

First it means a society in which everyone in
ASEAN is using digital services to enhance their
daily lives - to interact with friends and family they
cannot meet; to entertain themselves; to buy and
sell things; to manage their money; to make better
decisions; and in many cases to receive a better
education and better healthcare through digital
services.

Secondly it means ASEAN Member States (AMS)
economies in which businesses large and small
use digital services to make themselves more
productive; to interact more quickly and cost
effectively with partners in their value chains, and
to use new ways to sell to consumers. It also means
public bodies which offer a much wider range of
easy-to-access and quick-to-use services to ASEAN
citizens.

The ADM 2025 envisions:

Thirdly it means a more prosperous ASEAN region
as digital services make trade with other AMS
fast and frictionless. This in turn allows the most
innovative and efficient businesses in each AMS
to expand more easily across the ASEAN region
so as to offer a wider range of cheaper and better
products to all ASEAN consumers.

Finally it means an ASEAN economy which is
able to recover more quickly from the COVID-19
pandemic over the next few years (in line with
the ASEAN Comprehensive Recovery Framework)
and to do so in a way which is greener and more
sustainable in the long-term.

ASEAN as a leading digital community and economic bloc,
powered by secure and transformative digital services,
technologies and ecosystem

Achieving such a vision is a great prize which will require governments, regulators and market players to

work together in complementary ways:

} Market players should continue to invest in
new technologies, to innovate in the services
they offer, and to compete to supply them to
end users in new ways.

) Governments and
towards removing

regulators could work
unneeded regulatory

barriers to these market processes; to
fund social measures for digital inclusion
and digital skills; to build trust in digital
services; to harmonise regulation and
standards across ASEAN; and to promote
awareness’s of the value of digital services.
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ADM 2025 specifies what actions AMS governments and regulators can take to best achieve the vision
set out above. Put simply achieving the vision of a digital economy and a digital society requires three
conditions to be met:

>

There is high quality and ubiquitous
connectivity throughout ASEAN - delivered
through the underlying telecommunications
infrastructure. Excellent, ubiquitous and
high-speed connectivity is clearly essential
to enable digital services. This means both
improving infrastructure in those areas that
are already connected and bringing
connectivity to unconnected and underserved
areas.

The services which run over this connectivity
must be safe and relevant to the needs of
end users. This means removing barriers to
innovation by market players, improving
e-government services and developing

services which are safe and can better support
international trade. It also means building
services which ASEAN consumers and
businesses can trust.

The barriers which now prevent many
businesses and consumers from using digital
services need to be removed. Separate actions
are needed for businesses and for consumers -
the two key users of digital services. For
businesses the focus is on improving
productivity through digital skills and for
consumers on improving basic digital literacy
and affordability so that digital services can
be widely used.



1.2 DESIRED OUTCOMES

To meet these three conditions ADM 2025 has specified eight desirable outcomes which the master
plan should meet in the next five years. Figure 1.1 lists these eight outcomes and why they have been
chosen. Section 3 then lists the enabling actions which are required to achieve the eight outcomes
while Appendix A shows how they map onto the original ADM 2025 framework developed in 2019. It is
important to note that these desired outcomes and enabling actions are complementary. This means
that enabling actions are needed for all the desired outcomes if the ADM 2025 vision is to be achieved.

FIGURE 1.1:

Desired Outcome

THE EIGHT DESIRED OUTCOMES FROM ADM 2025

Rationale for selecting the desired outcome

DO1: Actions of ADM
2025 prioritised to
speed ASEAN's recovery
from COVID-19

The use of better digital services by ASEAN will enable AMS economies
to recover more quickly from the pandemic. Action is needed - both

to ensure that the implementation of ADM 2025 is prioritised and
regulations which hold back the use of digital services in many sectors is
reformed.

DO2: Increase in

the quality and
coverage of fixed and
mobile broadband
infrastructure

An excellent telecommmunications infrastructure is at the heart of

any digital transformation. Achieving this outcome ensures that
telecommunications infrastructure in ASEAN are upgraded to higher data
rates capabilities and resilience in a timely and cost-effective manner and
that their coverage is extended into rural areas.

DO3: The delivery of
trusted digital services
and the prevention of
consumer harm

To ensure adoption of digital services, particularly in areas like health
and finance, consumers need to trust these services. This is also true

of new and emerging technologies. A key part of this is ensuring that
cybersecurity and digital data governance best practices are adopted
as widely as possible, both to mitigate the direct impact of a breach on
business and consumers and to build trust.

DOA4: A sustainable
competitive market for
the supply of digital
services

To help realise the vision steps should be taken to ensure that the market
for digital services is designed to encourage the sound and sustainable
development of digital services and to enhance competitiveness of
different players in the market.

DOS5: Increase in the
quality and use of
e-government services

High quality and relevant digital services are needed across ASEAN.
Market players will create many of these digital services. But AMS
governments have an important role to play here - both in providing
better e-government services and in making government data available to
end users.

DOG6: Digital services
to connect business
and to facilitate cross-
border trade

Digital services can make a significant contribution to lowering trade
barriers. This DO sets out measures which leverage telecommunications
services and electronic commerce to help facilitate cross-border trade.

DO7: Increased
capability for business
and people to
participate in the digital
economy

Providing the ASEAN Community with better digital services to improve
their productivity will boost the ASEAN economy. This DO focuses on
stimulating innovative local supply and creative capabilities.

DOS8: A digitally
inclusive society in
ASEAN

To unlock the full benefit of digital services, citizens and businesses
especially MSMEs need to adopt and use these services. There are four
main barriers to achieving access to digital services for everyone in ASEAN
- lack of digital skills, high prices, lack of relevant services and content, and
lack of available connectivity. This DO deals with the first two challenges.
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DO8 A digitally
inclusive society in
ASEAN

DO2 Increase in
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coverage of fixed and
mobile broadband
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2. SHAPING ADM 2025 -
THE GLOBAL CONTEXT

There are three main global issues which have shaped the design of ADM 2025:

» The COVID-19 pandemic, and the measures carbon emissions. How could this affect ADM
required to control it, have had a majorimpact 2025?
on health and wealth around the world. The

ASEAN region is no exception. How can } Technology trends are largely global in nature.

ADM 2025 assist in the region’s recovery from Some of these trends will have a significant

the pandemic? impact on the way digital services are

delivered and used in ASEAN over the next

} Climate change has become a major and five years. So how should the enabling actions
increasingly urgent issue. Digital services of ADM 2025 take them into account?

have a significant role to play in reducing

The analysis of these three global issues and their implications for the new masterplan are outlined
below.

21 RECOVERING FROM THE PANDEMIC

INTRODUCTION

The COVID-19 pandemic has had a major impact on health, social interaction and economic growth
around the world and the ASEAN region is no exception to this. This section provides an assessment
of the implications of the COVID-19 pandemic on ADM 2025. These findings have helped shape the
enabling actions (EAs) proposed under Desirable Outcomes (DOs) 1 to 8. The section also provides three
additional enabling actions which are more general and which affect a substantial number of the other
DOs. It draws on the following sources:

} The impact of COVID-19 in Southeast Asia, } Telecommunications and the virus, William
United Nations, July 2020; Webb, June 2020; and

The economic impact of COVID-19 on digital ) Surveys of ASEAN key stakeholders for the
infrastructure, ITU, July 2020; ASEAN ICT Masterplan 2020 (AIM 2020)
review and the ADM 2025 studly.

»
7

v

From containment to recovery, World Bank,

2020; The focus is on the impact of COVID-19 pandemic
and ASEAN's responses to it, over the period from

) Pandemic in the Internet age, ITU GSR-20 early 2021 to 2025 and short-term emergency

discussion paper, June 2020; measures' which AMS governments are taking to
stimulate use of digital services.
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THE HIGH-LEVEL ECONOMIC IMPACTS OF COVID-19

Before considering how the COVID-19 pandemic might shape ADM 2025, it is important to summarise
the likely impact of the pandemic on ASEAN economies and AMS government spending.

It is clear that the COVID-19 pandemic will have a significant impact on economic growth. For example,
the World Bank Study Of the impact of the COVID-19 pandemic on the East Asian region indicates that:

The pandemic and efforts to contain its spread led to a significant curtailment of economic activity.
These domestic difficulties were compounded by the pandemic-induced global recession which
hit EAP [East Asian and Pacific] economies that rely on trade and tourism hard. Country outcomes
were generally related to how efficiently the disease was contained and how exposed countries
were to external shocks. Output contracted by 1.8 percent in China in the first half of 2020 and by
4.0 percent on average in the rest of the region.

COVID-19 will have a lasting impact on inclusive longer-term growth by hurting investment, human
capital, and productivity. Public and private indebtedness, along with worsening bank balance
sheets and increased uncertainty, are likely to inhibit public and private investment, as well as pose
a risk to economic stability.

These effects will be felt by individuals in terms of sickness, job losses, redundancy and reduced
productivity. Where schools are required to close for significant periods it will also lead to a reduction in
human capital in ASEAN. According to the World Bank the impact could be substantial:

Left unremedied, these consequences of the pandemic could reduce regional growth over the next
decade by 1 percentage point per year.

However, it is not yet clear how long these effects will last or how long particularly vulnerable sectors like

tourism and air travel will take to recover’ and how long it will take to vaccinate the ASEAN population
to a level where economic activity can return to normal.

THE IMPACT ON THE DIGITAL SERVICES SECTOR

AMS governments

AMS governments will face challenges to
balance their budgets as expenditure to support
jobs, businesses and healthcare goes up while
government tax revenue decreases. As a result,
governments may face challenges in budgeting for
desirable objectives such as addressing the digital
divide, improving digital skills, the development of
e-government services and government initiatives
to improve productivity through use of digital
services.

Market players

Market players may suffer a reduction in both
revenues and profits. Demand for services has
risen as a result of the COVID-19 pandemic but the
ability of end-users to pay for services has fallen as
people have lost jobs and businesses have closed.
According to one survey of telecommunication
CEOs:

The annual negative revenue impact on
telecommunication operators could be up to
10 per cent, with some services requiring 18 to
24 months to return to pre-COVID-19 levels.




This will mean that investment in new services and infrastructure by market players is likely to fall.
Whether revenues will fall further is uncertain but there is already a material loss of mobile roaming
revenues to be overcome. Even if revenues do not fall in the longer term, the uncertainty created by the
COVID-19 pandemic is likely to lead to reduced investment.

End-users

End-users have increased their use of digital
services in ASEAN as a result of COVID-19.
Responses to the ADM 2025 survey suggest
that use has increased by between 10 and 50
per cent as employees work from home more;
people access streamed video entertainment
more frequently; online contact of all kinds have
increased; and there is more use of e-education,
e-shopping, e-banking and e-health. This effect is
likely to persist long term, although the scale of
the long-term ongoing increase is uncertain.

In Europe, with its high penetration of fixed
broadband into homes, fixed broadband traffic has

increased substantially (by 50 per cent or more)
while mobile broadband traffic has declined
slightly. This pattern is likely to be repeated in
AMS like Singapore. However, in most AMS, where
mobile is the dominant form of broadband access,
there is likely to be a surge in mobile broadband
traffic which may cause significant congestion.
This is consistent with findings from Open Signal
which shows that mobile broadband speeds
dropped significantly in ASEAN as the pandemic
struck but are now gradually returning to pre-
pandemic levels. The main issue in ASEAN appears
to be for people who live in areas with poor or non-
existent broadband services.

MITIGATING THE EFFECT OF THE COVID-19 PANDEMIC

Digital services have helped mitigate the impact of the COVID-19 pandemic on the ASEAN economy.

According to a panel of experts convened by the ITU:

While research on the contribution of digitisation to mitigate the impact of pandemics is limited,
emerging evidence is compelling about its positive effects. In the medium term (e.g. 2021), countries
with top connectivity infrastructure could mitigate up to half of the negative economic impact.

10
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However, this effect is weaker in the AMS where there is a significant digital divide. According to the

same source:

the digital divide has been highlighted as a critical barrier to the mitigation value of digitalisation. In
particular, population unserved or partially served by broadband cannot benefit from home-based
learning for children, telecommuting, access to e-commerce and healthcare information.

THE IMPLICATIONS FOR ADM 2025

The COVID-19 pandemic has increased demand
for digital services in ASEAN significantly. However,
because of its recessionary impacts, the COVID-19
pandemic has also reduced the ability of some
users to pay for these services.

The COVID-19 pandemic has made the
development of world-class digital services
across the ASEAN region crucial to the economic
development and social cohesion of the ASEAN
region. In particular, digital services are mitigating
the economic losses caused by COVID-19,
and those countries with the best broadband
infrastructure are seeing the strongest mitigation.

The COVID-19 pandemic may weaken incentives to
invest in digital infrastructure and services by both
ASEAN market players and AMS governments.
This makes it especially important to facilitate
investment in digital infrastructure by market
players.

Those without Internet access have suffered
disproportionately from the effects of COVID-19.
Measures to reduce or eliminate the digital divide
- by tackling problems of availability, affordability,
content relevance and lack of digital skills - have
become significantly more important. Ideally,
AMS with lower level of mobile population
coverage would accelerate such investment. This
consideration makes the enabling actions of DO 2
and DO 8 especially important to ADM 2025.

The massive impact which COVID-19 has had on
government finances raises the risk that ADM
2025 might need to prioritise some of the EAs.
At the same time, it is likely that, relative to other
sectors of the economy digital service companies
will fare reasonably well during the pandemic. But
it is important that AMS governments:
} provide support to businesses seeking to
uplift their digital capabilities to help mitigate
the impact of COVID-19 pandemic on revenue;

v

ensure that digital devices are affordable to
promote digital inclusion; and
measures to

) fund social improve digital

inclusion.

AMS governments may therefore need to look
more to global sources to help fund some of these
domestic measures. This might include the World
Bank and the International Finance Corporation
(IFC) which are deploying a USD$2 billion line of
credit and seeking investment opportunities. The
ASEAN Development Bank has also put in place a
substantial package to support South East Asia.

n
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THE ROLE OF ADM 2025 IN SPEEDING RECOVERY FROM COVID-19

What role can the ADM 2025 play in ensuring that ASEAN recovers from the pandemic as speedily and
effectively as possible? Most of the measures required - such as the right fiscal policy, financial support
foremployment and enterprises, and overall trade policy - clearly lie outside the scope of the masterplan.
Some, such as developing better mechanisms for containing the pandemic through more effective track
and trace systems, are both too short-term for inclusion in a five-year plan and very AMS specific. Others,
such as the support which digital services might provide to make vaccination programmes effective, are
still too uncertain for inclusion in the masterplan. Notwithstanding, some actions can be defined:

»
4

\4

v

A 4

As demonstrated above, the success of ADM
2025inachievingitsvisioniscentral toaspeedy
recovery from the pandemic. This means that
AMS governments need to support the
masterplan on funding priority programmes.
An enabling action is proposed to set out
the economic case for such a policy and
to seek funding from global bodies where
appropriate. This is considered under DOI1.

Regulations may be preventing the take-
up of digital services in some sectors in
AMS. The experience of the pandemic is
leading to the removal of some of these
barriers and at least one AMS is conducting
asystematic review to remove suchregulations
more widely. This issue is also considered
under DOL.

The poorest in society are likely to be those
hardest hit by the after-effects of the
pandemic. Access to digital services can do a
lot to mitigate this impact. This makes it
especially important to ensure the success of
the enabling actions of DO2 and DOS8 to
promote digital inclusion.

Access to e-education and e-health services
have the potential to mitigate the effect of
the pandemic and improve the well-being
of the rural poor in many AMS. This makes the

measures proposed in DO5 especially
important in any pandemic recovery
programme.

The pandemic has affected global trade on
which the ASEAN is especially dependent.
It will be important to ensure the success
of the enabling measures of DO6 to
reinvigorate such trade.

»
/4

A 4

Stimulating greater use of digital services
to help speed recovery from the effects of the
pandemic will require end users to trust
digital services more. DO3 deals with this issue
noting that greater use requires more relevant
services (DO5), higher levels of digital literacy
(DO8), local as well as global services (DO7),
and vigorous competition (DO4).

The COVID-19 pandemic will weaken
investment incentives by both market players
and governments. To counteract this, enabling
actions are proposed under DO2 to facilitate
investment, while safeguarding national
interests. These barriers include:

restrictions on foreign ownership and
control of operators;

the high cost of passive infrastructure
deployment e.g. planning permissions
and rights-of-way;

restrictions on the IMT spectrum available
and allocated in ASEAN when compared
with international best practice;

the lack of the digital dividend in 700 MHz
spectrum band in those ASEAN markets
which have not yet undertaken the
analogue to digital TV switchover (e.g.
Indonesia and Cambodia); and
telecommunications regulations which
dampen investment incentives for the
main market players. To quote the ITU
panel of experts “Regulatory frameworks
may need to be adjusted to stimulate
investment whilst maintaining a “sensible”
level of competition”
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2.2 DEALING WITH CLIMATE CHANGE

The threat of climate change is a global issue to
which the ASEAN region is especially vulnerable.
Six of the 20 most vulnerable countries in the
world are AMS.” These countries are at particular
risk of flooding, rising seas, landslides, intense heat
waves and damage to fishing and agriculture.

The use of digital services can play a vital role
in climate change mitigation. The use of smart
phones and laptops to reduce travel, and to enable
working, shopping, and banking from home are
obvious examples. The Internet of Things (IoT) has a
vital role to play in making buildings more energy-
efficient, in enabling smarter use of transport
systems, and in improving stock control. While
its use consumes electricity, the ratio of energy
saved through use of digital services to the energy
consumed in using them is growing. According to
the GSMA® this ratio - the enablement ratio - grew
from 5:1in 2015 to 10:1 today.

Much of work on climate change mitigation
in ASEAN is being coordinated through the
ASEAN Working Group on Climate Change and
implemented through the actions specified in the
ASEAN Socio-Cultural Community Blueprint 2025.
This might for example include the development
of a framework for the protection of digital
infrastructure during a national disaster.

The main role of ADM 2025 in climate change
mitigation is simply to promote greater use of
digital services so that the reduction in carbon
emissions grows as a result of the enablement
ratio. This objective is built into all the enabling
actions of the ADM 2025.

There is one specific additional action which
ASEAN can take - to ensure operators operate
their networks as energy efficient as possible. The
evidence here is already encouraging. As Figure 2.1

7 Indonesia, Thailand, Myanmar, Malaysia, Vietnam and the Philippines

8 GSMA, 2020, The enablement effect
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shows, the amount of data traffic generated by digital services globally has grown enormously over the
past seven years while the amount of electricity consumed in carrying this growing traffic has fallen

slightly since 2013 as:

a) global vendors have made their equipment more energy-efficient;

b) global digital platforms like Google, Facebook Microsoft and Apple have made their data centres
more efficient and moved from fossil fuels to renewable energy; and

c) operators have paid much more attention to running their networks in an energy efficient way.

FIGURE 2.1:

CARBON FOOTPRINT OF ICT GLOBALLY
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Initiatives to accelerate effects a) and b) are largely
out of the control of ASEAN. But ASEAN can take
one simple enabling action on c). That is each AMS
could require all their main operators to report on:

) the electricity consumed in running their
networks each year;

} the proportion of this electricity which comes
from renewable resources; and

} the amount of data traffic carried over their
network.

This information can then be collated centrally
to monitor trends, and to identify where there
are problems which require action. This action
is clearly within the scope of ADM 2025 and is
specified as an enabling action within DO2.

14
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23 GLOBAL TECHNOLOGY TRENDS

The desired outcomes and enabling actions which make up ADM 2025 are shaped by global digital
trends and their impact on the way digital services are delivered in future. In the view of some experts
the main technology trends which will be important over the next decade are set out in Figure 2.2 below.

FIGURE 2.2:

Internet: Will continue to be there in its current
form and evolve to provide a wide range of Cloud
services.

TECHNOLOGY TRENDS OVER THE NEXT 10 YEARS

Important existing trends that will continue Future trends

Al: Will be very powerful in specific problem
areas

Connectivity: Has mostly reached the point of
delivering all we need where it is geographically
available

Big Data: Valuable in delivering new insights
through data analytics

Virtual Reality and Augmented Reality: VR will
remain niche but AR might play a larger role

Robotics: Could automate more

Robotics: Currently widely used in manufacturing

Autonomous vehicles: Will evolve slowly and have
limited impact by 2025

loT: Will deliver productivity gains and better
working devices

3D printing: Could substantially reduce time to

market of new products

The implications of these trends are that already
much of the world is connected to the Internet at
data rates and with devices that allow for virtually
unlimited forms of interaction. The use of Big Data
and Al is rapidly delivering new capabilities such
as immediate language translation and intelligent
responses from devices like smart speakers (such
as Amazon’'s Echo). Ever more intelligent devices
and rapid innovation in applications and over-the-
top services are certain.

The implications for business models and
organisations vary. Today's large digital companies
such as Google and Amazon will continue to
dominate well into the future. Connectivity
providers such as mobile operators will become
utility-like, and their suppliers will struggle. This
suggests the need for:

) A market study to access the economics of
connectivity providers and if interventions
are required, for example by changing

regulation, facilitating mergers or enabling
greater resource sharing. See especially
Desired Outcome 2 in Section 3.

) Where appropriate, regulation to check the
dominance of the global digital entities, or to

facilitate regional variants. See Desired
Outcome 4.

} Methods to encourage innovation, primarily
in OTT services. See Desired Outcome 7.

) Education for citizens, consumers and

businesses to ensure they stay up-to-date in
a world of rapidly changing digital services.
See Desired Outcomes 7 and 8.




3. DESIRED OUTCOMES &
ENABLING ACTIONS

Figure 3.1 summarises the proposed Desired Outcomes (DOs) and Enabling Actions (EAs) and the
sections which follow give more detail.

FIGURE 3.1: A SUMMARY LIST OF THE DESIRED OUTCOMES (DOS) AND
ENABLING ACTIONS (EAS)

DO/

EA Description Importance
DO1 | Actions of ADM 2025 prioritised to speed ASEAN's recovery from COVID-19
11 Make the economic case for prioritising ADM 2025 actions H
12 Assess the economic case for facilitating use of digital services that would help M
’ recovery from the COVID-19 pandemic
DO2 Increase in the quality and coverage of fixed and mobile broadband
infrastructure
2.1 Encourage inward investment in digital and ICT H
25 Move towards best practice permission and access rights for local and national H
’ infrastructure including submarine cable repair
Facilitate adoption of region wide telecommunications regulation best
23 » . - M
practices by market players to provide regulatory certainty
24 | Ensure adequate international Internet connectivity. M
25 | Reduce the carbon footprint of telecommunications operators in ASEAN M
2.6 | Ensure increased and harmonised spectrum allocation across the region. H
Adopt regional policy to deliver best practice guidance on Al governance and
2.7 . M
ethics, 10T spectrum and technology.
28 Develop regional mechanisms to encourage skills in integrated and end-to- M
: end services
2.9 | Establish a centre of excellence for best practice rural connectivity. H
DO3 | The delivery of trusted digital services and the prevention of consumer harm
31 Enable trust through greater and broader use of online security technologies H
32 Build trust through enhanced security for finance, healthcare, education and M
) government
33 Identify improvements in legal and regulatory measures on the management H
’ of protection of data and other data-related activities that could be harmful.
34 Improve coordination and cooperation for regional computer incident H
) response teams
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22/ Description Importance
35 | Promote consumer protection and rights in relation to e-commerce H
DO4 | A sustainable competitive market for the supply of digital services
41 Continue to identify opportunities to harmonise digital regulation to facilitate H
) cross-border data flows
42 Deepen collaboration between ICT and competition regulatory authorities M
’ across ASEAN on the ICT sector and digital economy
43 | Monitor developments in regulation of digital platforms in other jurisdictions L
DO5 | Increase in the quality and use of e-government services
51 Establish ASEAN wide reporting on the level of use of e-government services in H
: line with ITU requirements
52 Help make key government departments more productive through their H
’ internal use of ICT and e-services
53 Explore how to introduce digital identities in each AMS in a way which H
’ safeguards civil liberties
5.4 | Help developing AMS improve the quality of their e-government e-services M
55 Improve the cohesion of AMS by making key government e-services L
’ interoperable across the ASEAN region
DOG6 | Digital services to connect business and to facilitate cross-border trade
61 Facilitate compliance and secure the benefits of telecommunications services H
: and electronic commerce in line with relevant ASEAN trade agreements
6.2 Support trade digitalisation through seamless and efficient flow of electronic H
’ trade documents (e.g. invoices) and goods within ASEAN
63 Assess the net benefits of including IR 4.0 technologies in trade facilitation M
’ processes
Reduce regional business travel costs, by lowering roaming rates for mobile
6.4 » M
data services across ASEAN
6.5 Promote e-commerce trade in ASEAN, enhance last-mile fulfilment M
’ cooperation, and improve competitiveness in the digital economy
DO7 Increased capability for business and people to participate in the digital
economy
Continue to support the advancement and harmonisation of ICT qualifications
7.1 L
across ASEAN
72 Promote development of advanced digital skills, such as coding, hackathons, M
’ innovative challenges
Develop a framework that encourages the development and growth of digital
73 . H
start-ups in ASEAN
7.4 | Progress the work on smart cities begun in AIM 2020 M
DO8 | A digitally inclusive society in ASEAN
a1 Ensure citizens and businesses have the skills and motivation to use digital H

services
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DO/

EA Description Importance
8.2 | Reduce affordability barriers to getting online M
8.3 | Reduce accessibility barriers to getting online M
8.4 | Encourage deeper adoption and use of ‘vertical’ digital services L

3.1 DOI: ACTIONS OF ADM 2025 PRIORITISED TO SPEED
ASEAN’'S RECOVERY FROM COVID-19

All the available evidence suggests that: Action is needed at AMS ministerial levels to
ensure that ADM 2025, which is specifically

) AMS governmentswillcomeunder pressure  designed to stimulate use of digital services, is
to cut spending, given the impact which prioritised - bothintermsoftherelatively modest

the pandemic has on government funding of the enabling actions of ADM 2025
budgets; and and the more substantial spending required

by each AMS government to implement these

actions - for example on the social measures

) use of better digital services across ASEAN  proposed in the masterplan. At the same time
enables AMS economies to recover more an ASEAN level study is needed to identify
quickly from the pandemic. where regulations in other sectors might be
reformed to stimulate use of key digital services.

EAl1l: MAKE THE ECONOMIC CASE FOR PRIORITISING ADM 2025 ACTIONS

In any planning to optimise development of the digital services sector, it is important to make the
economic case for prioritising social measures to stimulate use of digital services. This should help the
ASEAN economies recover more quickly from the pandemic. AMS can then use this material in funding
discussions with dialogue partners.

EAl1.2: ASSESS THE ECONOMIC CASE FOR FACILITATING USE OF DIGITAL SERVICES THAT
WOULD HELP RECOVERY FROM THE COVID-19 PANDEMIC

Regulations may be preventing the take-up of digital services in many sectors of an AMS economy.
The experience of the pandemic is leading to removal of some of these barriers and at least one AMS
is conducting a systematic review to remove such regulations more widely. An ASEAN level study is
needed to identify main areas where regulatory reforms' could stimulate the use of digital services, help
recovery from the pandemic and act as a catalyst for action at the individual AMS level.

18
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3.2 DO2:INCREASE IN THE QUALITY AND COVERAGE OF
FIXED & MOBILE BROADBAND INFRASTRUCTURE

An excellent telecommunications infrastructure is at the heart of any digital transformation.
Achieving this Outcome ensures that ASEAN telecommunications infrastructure is upgraded to
higher data rates and capabilities in a timely manner.

EA2.1: ENCOURAGE INWARD INVESTMENT IN DIGITAL AND ICT

Surveys suggest that one of the key reasons for insufficient deployment of telecommunications
networks is a lack of investment. Where there is insufficient investment funding available nationally,
there may be benefits in encouraging investment from other AMS and/or from elsewhere in the world. In
particular, enabling and encouraging pan-ASEAN telecoms operators can allow leading operators to tap
into global sources of investment, as well as benefit from economies of scale and employment of best
practice techniques across the region. Encouraging increased take-up of broadband can also stimulate
increased investment. In light of this, ASEAN could work with other sectorial bodies to promote cross-
border investments.

EA2.2: MOVE TOWARDS BEST PRACTICE PERMISSION AND ACCESS RIGHTS FOR LOCAL
AND NATIONAL INFRASTRUCTURE INCLUDING SUBMARINE CABLE REPAIR

In order to deploy new and repair infrastructure there is often a need for rights of access. For example,
for fixed network, the right to dig up roads and for wireless, access to street furniture while for mobile
networks this may be planning permission for new mast sites. The same is true for submarine cable
repair. Such access rights can be complex, with delays and variations across countries and across regions
within a country. Difficulties in gaining rights is often mentioned as the most significant issue impeding
the deployment of infrastructure. To encourage the adoption of best practices to improve rights across
the region, ASEAN may consider commissioning a project to identify best practices and agreement to a
pan-ASEAN set of processes and rights.

EA2.3: FACILITATE ADOPTION OF REGION WIDE TELECOMMUNICATIONS REGULATION
BEST PRACTICES BY MARKET PLAYERS TO PROVIDE REGULATORY CERTAINTY

Lack of common regulation can make intra-region operation complex and expensive. Developing
consistent regulation across the ASEAN region would both encourage inward investment and enable
countries to understand and adopt best practice. The ASEAN Telecommunication Regulators’ Council
(ATRC) should develop and codify best practice as a resource for national regulatory authorities. This
could be achieved by understanding all regulations in each country, comparing the regulations and
agreeing on which could be pan-ASEAN best practices. ASEAN should commission a project to (1) detail
current telecommunications regulation in each ASEAN country (2) determine best practice (3) aim for a
pan-ASEAN set of regulations.
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EA2.4: ENSURE ADEQUATE INTERNATIONAL INTERNET CONNECTIVITY

A substantial amount of data traffic is international and hence there needs to be excellent international
fibre-optic connectivity. Much has been done in ASEAN to interconnect countries, but the demand for
bandwidth continues to grow and it is important to continually review and upgrade international fibre
links. ASEAN should establish a project to identify connectivity gaps and detail how this might evolve in
future.

EA2.5: REDUCE THE CARBON FOOTPRINT OF TELECOMMUNICATIONS OPERATORS IN
ASEAN

While much of climate change is related to issues much broader than telecommunications, there is
one specific action ASEAN can take - to ensure operators operate their networks as energy efficiently
as possible. This action puts in place a mechanism to measure and report on key metrics allowing
comparison and alignment with best practice across the region.

EA2.6: ENSURE INCREASED AND HARMONISED SPECTRUM ALLOCATION ACROSS THE
REGION

Having sufficient and suitable spectrum is key to many initiatives including introducing 5G, using mobile
to deliver coverage and connectivity in rural areas and enabling loT solutions. While there is much
discussion and intra ASEAN initiatives, more could be done. ASEAN should build on the AIM2020 work
to deliver the harmonisation recommended, provide guidance on best practice licensing and award,
and continue to assess future harmonisation needs.

EA2.7: ADOPT REGIONAL POLICY TO DELIVER BEST PRACTICE GUIDANCE ON Al
GOVERNANCE AND ETHICS, IOT SPECTRUM AND TECHNOLOGY

At present, if an entity such as an airport wished to deploy an IoT solution they would have numerous
choices as to the frequency bands they use and the connectivity including Wi-Fi, Sigfox, LoRa, LTE-M,
NB-loT and 5G MMC. This choice is unhelpful since it risks the airport selecting the wrong technology
that subsequently becomes obsolete and it prevents strong economies of scale for the terminals. A
regional agreement on best practices to encourage innovative technology for 10T connectivity, coupled
with regional harmonisation on the spectrum needed could resolve this issue.

As ASEAN moves towards developing its digital economy, a trusted ecosystem is key - one where
businesses can benefit from digital innovations while consumers are confident to use Al. A regional guide
that helps address key governance and ethical issues when deploying Al solution could be developed to
promote understanding and trust.
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EA2.8: DEVELOP REGIONAL MECHANISMS TO ENCOURAGE SKILLS IN INTEGRATED AND
END-TO-END SERVICES

An entity such as an airport also requires a complete solution, including equipment, terminals, software,
integration into their IT system and on-going management. This is often best provided by a mix of
operator, system integrator, airport experts and apps providers. AMS could consider which skills and
which providers are lacking across their country and region and put in place regional mechanisms to
encourage their emergence; for example, through intelligent procurement of Government services and
through the development of approved pan-ASEAN shortlists for particular providers.

EA2.9: ESTABLISH A CENTRE-OF-EXCELLENCE FOR BEST PRACTICE RURAL CONNECTIVITY

Some AMS are still grappling with issues of limited connectivity in rural areas. There are many ways
this can be improved including through fibre deployment, enhanced copper networks, Fixed Wireless
Access, use of mobile coverage and satellite solutions. ASEAN should establish a centre of excellence
which will allow countries and operators to understand the approaches that work best for them and
benefit from expertise in their planning and deployment.

3.3 DO3: THE DELIVERY OF TRUSTED DIGITAL SERVICES
AND THE PREVENTION OF CONSUMER HARM

To encourage adoption of digital services, particularly in areas like health and finance, consumers
need to trust these services. This is also true of new and emerging technologies. A key part of this
is ensuring that cybersecurity and digital data governance best practices are adopted as widely as
possible, both to mitigate the direct impact of a breach on business and consumers and to build trust.

EA3.1: ENABLE TRUST THROUGH GREATER AND BROADER USE OF ONLINE SECURITY
TECHNOLOGIES

AMS could establish a programme for the measurement and improved use of secure networking
technologies. This will involve creating a reliable index and measurement regime for critical online
security technologies and their deployment throughout the region. By 2023, AMS could aim to deploy
routine, public and reliable measurements of key security technology indicators. By 2025, the metrics
could guide other regional project work in the deployment of security technologies.
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EA3.2: BUILD TRUST THROUGH ENHANCED SECURITY FOR FINANCE, HEALTHCARE,
EDUCATION AND GOVERNMENT

In the four essential industry sectors, finance, healthcare, education and government; ASEAN should
build trust by developing trust and security frameworks for these industries. With the cooperation of
industry stakeholders in the region, ASEAN could support the development of best practices and aim
for a unified certification approach to trust and security in these industries. In some of these key verticals,
additional measures will be needed to help encourage trust and manage potential risks. Technologies
that pertain to users’ health should have to secure certification while in other key verticals, specially
created security response teams can respond to cybersecurity incidents quickly.

EA3.3: IDENTIFY IMPROVEMENTS IN LEGAL AND REGULATORY MEASURES ON THE
MANAGEMENT OF PROTECTION OF DATA AND OTHER DATA-RELATED ACTIVITIES
THAT COULD BE HARMFUL

AMS should build on the ASEAN Framework on Personal Data Protection (2016) and ASEAN Framework
on Digital Data Governance to build harmonised principles-based data protection and privacy regulations
and frameworks, including on data management and cross-border data flows. This will facilitate cross-
border digital trade by encouraging user trust in sharing their personal data. ASEAN should build on
the Implementing Guidelines for the ASEAN Cross Border Data Flows Mechanism (2021) to develop,
recognise and implement a suite of data transfer mechanisms to facilitate cross-border data flows. This
would improve the region’s ability to assure the eventual interoperability of standards with APEC CBPR,
the European Union’'s GDPR amongst others. ASEAN could develop a framework for common policies
for extremely large collections of data and the use of machine learning and Al on those collections.

EA3.4: IMPROVED COORDINATION AND COOPERATION FOR REGIONAL COMPUTER
INCIDENT RESPONSE TEAMS

Expand and extend the existing coordination between individual country computer response teams
and fully establish a regional CSIRT for ASEAN.

EA3.5: PROMOTE CONSUMER PROTECTION AND RIGHTS IN RELATION TO E-COMMERCE

Moving towards convergence on consumer rights and protection would help facilitate cross-border trade
and reassure consumers in the region that products are safe and their rights are recognised in other
member states. Building on progress to date, ASEAN may consider strengthening collaboration with
relevant sectoral bodies to work out pan-ASEAN arrangements for cross-border judgement recognition
and enforcement for both private and public actions to foster trade and consumer trust.

3.4 DO4: A SUSTAINABLE COMPETITIVE MARKET FOR THE
SUPPLY OF DIGITAL SERVICES

To help realise the vision steps should be taken to ensure that the market for digital services
is designed to encourage the sound and sustainable development of digital services and to
enhance competitiveness of different players in the market
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EA4.1: CONTINUE TO IDENTIFY OPPORTUNITIES TO HARMONISE DIGITAL REGULATION TO
FACILITATE CROSS-BORDER DATA FLOWS

ASEAN should build upon existing work by commissioning a research project to map remaining barriers
to cross-border digital data flows within ASEAN.

Once the barriers are mapped and prioritise, ASEAN could identify opportunities to either align
regulation (e.g. in respect of data localisation requirements) or develop mutual recognition of data
protection regimes. In the meantime, regulatory sandboxes could be explored as an option to facilitate
cross-border data flows (such as the RPS).

EA4.2: DEEPEN COLLABORATION BETWEEN ICT AND COMPETITION REGULATORY
AUTHORITIES ACROSS ASEAN ON THE ICT SECTOR AND DIGITAL ECONOMY

The digital economy creates a set of cross-cutting issues for regulators and competition authorities.
These authorities should engage in deeper collaboration on digital issues and seek to promote and
develop a series of principles for regulating the ICT sector and the wider digital economy.

EA4.3: MONITOR DEVELOPMENTS IN REGULATION OF DIGITAL PLATFORMS IN OTHER
JURISDICTIONS

Other jurisdictions around the world are reflecting on how to encourage innovation and competition
in digital markets and implementing initiatives on this. ASEAN should regularly review such efforts, and
monitor the design and impact of any measures introduced. This will allow ASEAN to identify approaches
that are the most effective for the region and avoid those that are not.

3.5 DOS5: INCREASE IN THE QUALITY AND USE OF
E-GOVERNMENT SERVICES

High quality and relevant digital services are needed across ASEAN. While market players will
create many of these digital services, AMS governments have an important role in making digital
services relevant to all citizens and so removing one of the main barriers to digital inclusion.

EAS5.1: ESTABLISH ASEAN WIDE INDICATORS OF THE LEVEL OF USE OF E-GOVERNMENT
SERVICES IN LINE WITH ITU REQUIREMENTS

It is important to create a reliable index for levels of use of government e-services in all AMS from 2021
so as to provide a benchmark against which to monitor the success of e-government services in ASEAN.
There are existing UN and ITU indicators, which can be used here.
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EA5.2: HELP MAKE KEY GOVERNMENT DEPARTMENTS MORE PRODUCTIVE THROUGH
THEIR INTERNAL USE OF ICT AND E-SERVICES

Digitalisation can significantly improve government services and make government departments
more productive. ASEAN should therefore create best practice guidance on the digital transformation
of internal government functions and data handling so as to increase the productivity of government
organisations - with a focus on helping developing AMS.

EA5.3: EXPLORE HOW TO INTRODUCE DIGITAL IDENTITIES IN EACH AMS IN A WAY WHICH
SAFEGUARDS CIVIL LIBERTIES

Digital identities can make digital services easier to both use and implement. ASEAN should propose
a study that will lead to published principles for introducing full functionality digital ID systems which:

) can be used for transactions as well as information in both public and private sectors; and

} will work across the ASEAN region through mechanisms such as mutual recognition.

EA5.4: HELP DEVELOPING AMS IMPROVE THE QUALITY OF THEIR E-GOVERNMENT
E-SERVICES

Creating high quality e-government services which are valued by the population will stimulate take
up of digital services in general. As such, it will be important to identify best practice in terms of which
e-government services are most useful and how best to implement them in a cost-effective way.

EAS5.5: IMPROVE THE COHESION OF AMS BY MAKING KEY GOVERNMENT E-SERVICES
INTEROPERABLE ACROSS THE ASEAN REGION

As the same e-government services are implemented across all 10 AMS, it will become increasingly
important to identify the most promising candidates for pan-ASEAN interoperability of e-government
services and to assess the benefits and barriers to making each of them interoperable between AMS.

3.6 DOG: DIGITAL SERVICES TO CONNECT BUSINESS AND
TO FACILITATE CROSS-BORDER TRADE

Digital services which support international trade in goods and services and e-commerce; both
intra ASEAN and external to ASEAN is critical to the economic success of the region and is the
focus of this DO. Key focus areas that are consistent with regional policies are securing the benefits
of IR4.0 technologies, securing the benefits of ASEAN's trade agreements supporting e-commerce,
and cross-border trade and enhancing last-mile fulfilment cooperation.
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EAG6.1: FACILITATE COMPLIANCE AND SECURE THE BENEFITS OF TELECOMMUNICATIONS
SERVICES AND ELECTRONIC COMMERCE IN LINE WITH RELEVANT ASEAN TRADE
AGREEMENTS

ASEAN's free trade agreements on telecommunications services will improve access by ASEAN firms in
the telecommunications and ICT sectors. It will also substantially lower the barriers to current market
players from other participating countries investing in the ASEAN region. Both will enhance and further
trade digitalisation in the region and should generate substantial benefits for ASEAN.

With this in mind EAG.1 is a study, to be completed before the end of 2021, which wiill:

} identify the steps needed for compliance with ASEAN trade agreements in relation to the
telecommunications and ICT sectors;

) list the steps needed in each AMS to revise legislation and regulations and other supporting ancillary
activities at the ASEAN and AMS levels to secure the benefits of ASEAN trade agreements in relation
to the telecommunications and ICT sectors such as the ASEAN Agreement on E-commerce and
ASEAN Digital Integration Framework Action Plan (DIFAP); and

) set a timetable for implementing these changes and a mechanism for monitoring progress.

Other trade agreements will also be assessed in this process.

EAG6.2: SUPPORT TRADE DIGITALISATION THROUGH SEAMLESS AND EFFICIENT FLOW OF
ELECTRONIC TRADE DOCUMENTS (E.G. INVOICES) AND GOODS WITHIN ASEAN

Digital transformation of organisations and businesses has brought about opportunities for improving

efficiency and expanding customer bases in a digital economy. It is increasingly important for ASEAN to

grow deeper trust and collaboration among the AMS, digitalise trade facilitation processes and enable

digital transaction for our businesses to trade and transact digitally and securely, including across borders

with other businesses and customers. EAG.2 proposes a study which will:

) build on the existing digitalisation of import and export procedures, such as the ASEAN Single
Window;

improve the level of automation of import and export procedures for goods in all AMS;

A A 4

track progress using the ASEAN Seamless Trade Facilitation Indicators (ASTFI) and other trade
facilitation indices from exemplar third party sources to measure progress; and

identify best practices, guidelines, policies or case studies on creating and adopting new business
services that enable digital transactions and facilitate cross-border trade.

\ 4

EAG6.3: ASSESS THE NET BENEFITS OF INCLUDING IR 4.0 TECHNOLOGIES INTO TRADE
FACILITATION PROCESSES

EAG.3 proposes a study which, in partnership with the relevant AMS ministries and proceeding in parallel
with EA2, considers the feasibility, costs and benefits of using IR 4.0 technologies to automate trade
processes further.
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EAG6.4: REDUCE REGIONAL BUSINESS TRAVEL COSTS BY LOWERING COMMON ROAMING
RATES FOR MOBILE DATA SERVICES ACROSS ASEAN

ASEAN has tried for many years, with partial success, to establish common roaming charges across the
region. Achieving this goal fully should have significant benefits in reducing business travel costs and
giving a much-needed boost to the COVID-19-stricken ASEAN tourism sector.

Before making any recommendation this study would need to:

) review previous ASEAN initiatives to reduce roaming charges so as to identify the barriers to change;
and

) re-examine the costs and benefits of achieving the proposed goal, perhaps using the experience of
the EU in making a similar move as a guide.

EA6.5: PROMOTE E-COMMERCE IN ASEAN, ENHANCE LAST-MILE FULFILMENT
COOPERATION, AND IMPROVE COMPETITIVENESS IN THE DIGITAL ECONOMY

Promoting e-commerce is important in driving demand for goods and services to grow the digital
economy in ASEAN. It is estimated that digital integration could uplift the region’s GDP by US$1 trillion
by 2025". Thus, to further enhance the e-commerce cross-border trade among AMS, the ASEAN digital
sector should collaborate with other relevant sectors to

) promote e-commerce trade among AMS, enhance last-mile fulfilment cooperation, and improve
competitiveness in the global economy;

) identify best policies, practices (including but not limited to e-commerce order fulfilment processes)
and case studies that will benefit ASEAN businesses, especially SMEs;

study the AMS logistics in the digital economy value chain, as well as improving postal and courier
delivery standards to protect the buyers and sellers; and

A 4

form a regional virtual network of e-commerce parcel collection points with data exchange through
an interoperable platform to facilitate last-mile fulfilment across borders, thereby extending the
reach of local merchants selling overseas.

\ 4
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3.7 DO7:INCREASED CAPABILITY FOR BUSINESS & PEOPLE
TO PARTICIPATE IN THE DIGITAL ECONOMY

In order to drive increases in productivity by building digital capabilities, it is critical to facilitate
and encourage ASEAN businesses and people to increase use of digital tools and systems. This is
the primary focus of this DO - noting that digital productivity for government is covered under DO5
and digital productivity for citizens is covered under DOS8.

EA7.1: CONTINUE TO SUPPORT THE ADVANCEMENT AND HARMONISATION OF ICT
QUALIFICATIONS ACROSS ASEAN

Given early positive outcomes of ASEAN projects, ASEAN should continue to support the work done
on ICT Mutually Accepted Skill Standards (MASS) the ASEAN Qualifications Reference Framework
(AQRF) and using this work to develop and promote common curriculum standards and cross-ASEAN
accreditation to encourage worker mobility. This should extend to ICT qualification definition, regional
accreditation, common curriculum development across the region at all levels, and to the broader STEM
categories especially those closely related to ICT occupations and qualifications.

EA7.2: PROMOTE DEVELOPMENT OF ADVANCED DIGITAL SKILLS, SUCH AS CODING,
HACKATHONS, INNOVATIVE CHALLENGES

Advanced digital skills are in demand by employers, include those outside of the ‘traditional’ ICT sector.
AMS can work together to develop syllabuses for coding/programming training courses that will teach
these desirable skills. Cross-ASEAN recognition of coding courses and qualifications would make these
studying these skills more attractive to ASEAN citizens. This should extend to hackathons, innovation
challenges and other similar activities to build an ecosystem of innovative problem solvers.

EA7.3: DEVELOP A FRAMEWORK THAT ENCOURAGES THE DEVELOPMENT AND GROWTH
OF DIGITAL START-UPS IN ASEAN

Supporting innovation is about individuals and rewarding their insights, dedication and commitment,
building on AIM2020 projects, ASEAN digital sector should develop a framework which encourages the
development and growth of digital start-ups.
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EA7.4: PROGRESS THE WORK ON SMART CITIES BEGUN IN AIM 2020

A2 4

\ 4

Continue the work already begun under the ASEAN Smart Cities Network (ASCN) programme.

In accordance with the statement by The East Asia Summit Leaders’ Statement on ASEAN Smart
Cities (15 November 2018):
promote greater city-to-city level interactions through the ASCN platform; and
establish and promote mutually beneficial partnerships, among ASEAN, the non-ASEAN EAS
participating countries, and other muiltilateral institutions in mobilising resources and expertise
to implement smart cities projects.

While the AIM2020 undertook some projects in the smart city space, the COVID-19 pandemic is
likely to provide greater impetus to the adoption of such systems and applications in ASEAN urban
areas. Best practice guides and standards for smart city development should be developed.

Of particular importance is to undertake studies in order to identify post COVID-19 approaches for:

(i) suitable international and policy models and practices for smart city development, including in
areas such as IoT, machine-to-machine (M2M), and sensor technologies;

(i) adopt optimal standards for smart city developments, such as for IoT, M2M, and sensor
technologies, and related policies; and

(iii) the suitability of representative ASEAN cities for micromobility initiatives and the necessary
telecommunications and ICT systems and support for doing so. This would extend concepts like
Jakarta’'s Car Free Day, Ho Chi Minh’s Nguyen Hué walking street and Hanoi's Hoan Kiém Lake
walking streets.

3.8 DOS8: A DIGITALLY INCLUSIVE SOCIETY IN ASEAN

One aspect of realising this vision is to ensure continued adoption and use of digital services
among ASEAN citizens. Digital communications technologies are widely acknowledged to be an
important driver of productivity and economic growth. In order to unlock the full benefit of digital
services, citizens and business, especially MSMEs, need to adopt and use these services.

EA8.1: ENSURE CITIZENS AND BUSINESSES HAVE THE SKILLS AND MOTIVATION TO USE

DIGITAL SERVICES

An ASEAN resource centre for promoting digital inclusion could help AMS overcome skill and motivation
barriers by providing easy-to-access toolkits and resources for teaching basic digital skills. These could
be used by schools, community centres and charitable organisations to help users learn these skills and
overcome motivational barriers.

The resource centre could also carry out research projects into digital inclusion issues specific to the
ASEAN region.
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EAS8.2: REDUCE AFFORDABILITY BARRIERS TO GETTING ONLINE

While the cost of getting online (in terms of both a connection and devices) has fallen over time, it still
remains out of reach for many citizens. Policies can help ensure that community Internet services are
available in rural areas, and that those from lower incomes are also able to benefit from digital services.
Another key issue is ensuring schools have Internet access for use by both pupils (digital literacy skills)
and adults (affordable access).

ASEAN should therefore develop policies for establishing village Internet centres and seeking funding
from global development agencies, and develop policies for getting broadband-connected computers
into schools and community centres.

EA8.3: REDUCE ACCESSIBILITY BARRIERS TO GETTING ONLINE

Accessibility presents a barrier to making full use of digital services, particularly for disabled users. For
some users, the typical touchscreen interface is difficult to use, and many functions and services are
inaccessible.

AMS can work together to help promote the creation, deployment and adoption of accessible services,
and ASEAN governments can lead by example with accessible government e-services. ASEAN can carry
out research into accessibility technologies and establish a code of practice for accessible government
services in AMS.

While governments cannot force privately provided services to be accessible, a publicly-available
accessible code of practice will help firms understand what is needed to make their products and
software accessible.

EA8.4: ENCOURAGE DEEPER ADOPTION AND USE OF ‘VERTICAL’ DIGITAL SERVICES

ASEAN is already carrying out substantive work on digital services such as finance, including payments
infrastructures and regulatory initiatives. The ADM 2025 can build upon this by helping to give users
the necessary digital skills to take advantage of digital finance services and other emerging services.
The digital inclusion centre should include modules for a wide range of digital services e.g. a module
on digital financial inclusion, which could provide guides and resources on how to educate users on
carrying out digital transactions.
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4. IMPLEMENTING ADM
2025: A COHERENT PLAN

41 INTRODUCTION

Building on the recommendations of the AIM2020 review, there is a need for a coherent plan for
implementing, monitoring, and measuring the success of ADM 2025. This will require:

) a process to manage implementation of ADM 2025 - during the commissioning phase,
when monitoring progress in the implementation of the plan, in identifying problems, and
in suggesting remedial actions where possible;

A\ 4

an implementation timetable; and

) metrics against which to measure the success of each desired outcome and the success of
the masterplan overall.



42 MANAGING THE MASTERPLAN

The project management team, presumably drawn from ASEAN Secretariat (ASEC) led by the ASEAN
ICT Centre (AICTC), might need to:

) develop the concept and scope of each ) monitor progress against the overall
enabling action to be commissioned and timetable of Section 4.3;
then agree a clear specification and set of
deliverables; ) measure the success of each desired
outcome and the success of ADM 2025
) Seek agreement from the AMS on the overall using the metrics proposed in
metrics to be used to measure the extent Section 4.4; and
to which each DO has been achieved (see
Figure 4.2 for initial proposals) ) produce an annual report setting
out progress to date and suggesting
) monitor progress and findings for each remedial actions where appropriate.

EA. Which EAs have been started, which
completed and what findings and issues
have emerged;
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43 THE TIMETABLE FOR ADM 2025

Earlier sections have set out over 37 EAs spread across eight desired outcomes. Clearly, not all of these
actions can be undertaken immediately and hence there is a need for prioritisation, by understanding
which actions are most important and identifying any linkages between them.

FIGURE 4.1:

THE PROPOSED TIMETABLE FOR IMPLEMENTING THE ADM 2025

Description

Make the economic case for
prioritising ADM 2025 actions

H1 2021 H2 2021

Establish case
for full fund-
ing of ADM
2025

H1 2022 H2 2022

AMS use in financing
discussions

21

Encourage inward investment
in digital and ICT

Publish

BUE A framework

AMS adopt
framework

22

Move towards best practice
permission and access rights for
local and national infrastructure
including submarine cable
repair

Publish

Survey AMS framework

AMS adopt
framework

26

Ensure increased and
harmonised spectrum
allocation across the region

Report on
harmonised
spectrum

29

Establish a centre of excellence
for best practice rural
connectivity

31

Enable trust through greater
and broader use of online
security technologies

33

Identify improvements in legal
and regulatory measures on
the management of protection
of data and other data-related
activities that could be harmful

34

Improve coordination and
cooperation for regional
computer incident response
teams

Establish
CSIRT

Plan for
Centre of
Excellence

Implement
Centre of
Excellence

Develop index
for security

Develop big
tech approach

Promote best
practice
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Figure 4.1 sets out the proposed timetable for implementing the ADM 2025. Two types of action are
indicated -those which involve study by an ASEAN level project team, and those which involve subsequent
actions by the individual AMS. The timetable shows the high importance EAs only (as specified in Figure
3.1 above). ASEC and commissioning AMS are free to schedule medium and low importance EAs as they
see fit, subject to the dependencies specified in Appendix E

H1 2023 H2 2023 H1 2024 H2 2024 H1 2025 H2 2025

AMS
spectrum
plans aligned

Mid term review

AMS use CoE

AMS deploy
security
metrics

All AMS use
metrics

Develop Make AMS-
safe harbour level recom-
legislation mendations

AMD start to
adopt
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35

Promote consumer protection
and rights in relation to
e-commerce

Develop
position

4.1

Continue to identify
opportunities to harmonise
digital regulation to facilitate
cross-border data flows

51

Establish ASEAN wide
reporting on the level of use of
e-government services in line
with ITU requirements

Develop
indices

52

Help make key government
departments more productive
through their internal use of ICT
and e-services

Study
situation

5%

Explore how to introduce
digital identities in each AMS
in a way which safeguards civil
liberties

Study best
practice

6.1

Facilitate compliance and
secure the benefits of
telecommunications services
and e-commerce in line
with relevant ASEAN trade
agreements

Publish
outcome

Assess
compliance

6.2

Support trade digitalisation
through seamless and efficient
flow of electronic trade
documents (e.g. invoices) and
goods within ASEAN

Research
barriers to
trade

Publish best
practice

Publish
principles

AMS start to
adopt

AMS comply
with com-
mitments

73

Develop a framework that
encourages development and
growth of digital start-ups in
ASEAN

81

Ensure citizens and businesses
have the skills and motivation
to use digital services

Plan
resource
centre

I ASEAN level project

Implement

centre

AMS implementation of findings
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AMS start to
adopt

AMD start to
remove

AMS start to

Mid term review

adopt
AMD start to
adopt
Develop tax AMS start to
frame work adopt
AMS use
centre

35



In addition to this timetable there is a requirement for a mid-term review during 2023. This should
assess factors such as the state of COVID-19 recovery by each AMS; any unanticipated events; and the
state of ADM 2025 implementation at the time. It should then make clear recommendations for revised

priorities on EAs or any new EAs which are required.

44 METRICS OF SUCCESS

The success of each desired outcome will depend
upon how well the combination of its EAs work.
Figure 42 presents a proposed set of metrics
which might be used to measure the success of
each DO. With the exception of DO, these metrics
are objective measures of market outcomes
rather than inputs. Some of them are available
on a global basis; others will require bespoke

FIGURE 4.2:

surveys conducted across the region - for which
budget needs to be allocated. It will be important
to measure each indicator, each year for each
AMS. Where possible it will also be important to
measure how the same metrics are changing
annually in selected benchmark countries from
outside ASEAN to see how international best
practice is changing.

METRICS FOR SUCCESS OF THE DOS

Desired Outcome

DOI1: Actions of ADM 2025 prioritised
to speed ASEAN's recovery from
COVID-19

Metrics

A compelling economic case for
increased AMS government spending
to promote use of digital services

Source

Not required

DO2: Increase in the quality and
coverage of fixed and mobile
broadband infrastructure

Presence of national initiative on
digital inclusion in each AMS

Improvement in fixed and/or mobile
broadband population coverage

for those AMS with less than 95%
availability.

ASEAN survey

ITU

DO3: The delivery of trusted digital
services and the prevention of
consumer harm

Regional survey results showing
increase in trust of digital services
measured annually.

Reduction in impact of cyber-security
issues measured annually.

ASEAN survey

ASEAN survey

DO4: A sustainable competitive
market for the supply of digital
services

Growth in number of ASEAN
companies providing digital services
measured annually.

Growth in spending on digital services
measured annually.

ASEAN survey

ASEAN survey
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Desired Outcome Metrics Source
DOS5: Increase in the quality and use UN index on scope and quality of UN
of e-government services e-Government services
ITU index on use of e-Government ITU
services
DOG6: Digital services to connect Annual surveys on impact of trade ASEAN survey
business and to facilitate cross-border | barriers show reduction.
trade

Annual growth in international trading. Trade stats

DO7: Increased capability for business | Number of graduates with digital skills | ASEAN survey
& people to participate in the digital measured annually.
economy
Number of hackathons arranged and ASEAN survey
the level of participation from across
ASEAN

DO8: A digitally inclusive society in Increase in internet use (proportion of ITU
ASEAN the population that uses the internet
regularly)

Increase in broadband adoption, ITU
including key digital verticals

Improvement in digital skills across ITU
population measured bi-annually.

Measuring the success of the overall masterplan is also required. Given the overall vision for ADM 2025
this means measuring the level of use of digital services. Such services cannot be widely adopted without
infrastructure and skills: hence measuring the adoption of services effectively measure the combined
effect of all elements of ADM 2025. By comparing the level of use of services with that in other regions it
will also be possible to assess whether ASEAN has become a world leader or is among the leaders.

Metrics for the adoption of digital services are available on a yearly basis from entities such as the World
Bank and the ITU. These can be used to construct metrics for:

) the level of use of digital services by ) the level of use of digital services by
consumers in each AMS and in countries businesses and governments in each
representing international best practice AMS, and in countries representing
over time; and international best practice, over time.

These metrics can then be used to measure what progress each AMS, and the ASEAN region as a whole,
has made in moving towards international best practice. This offers a simple and effective understanding
of the likely success of ADM 2025.
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