
::). 

rnom 2 m'°1j cc~::: l..l"l~:ilriuiri 
nJm;::ii.u1...lsri 'cl..l 'c~cD fl;::isn~sum~ "n=i~" 2;jrntl111.Ji~,~,nu "Department of Cyber 

Security" 2:;'jlJm~ ·DCS" cCJJut=ij1...l:::nsunj-;inmu-;iri~j 28j n:::~;::ij cr\ntut;:J~ CC;:J::: mu 
~~"llJ' .Ul..J"l;:J:::uriu,rntJrn~rnmm lJ Lmccrin:::~ ;)j L lJmll~ .u=is j;);jllj"lll=l ;)") .utls" 'cWUl"lj 
'c~cD, ;::i;jnjium11DrnJsjcnn LlJniuliiL~sucAci:Jri cc;:J::: ;::i:5njiu5'c-;i~.yu2,;::i~,u~.yu 
2,;::imurJ,usrnAci:Jri Lu~ern2ridi;::J1J:::cuiri. 

rnorn 1 ,rn.J~~j 
~fln~j~:::uuD n,iJriuir\j, 1.J"l;:J:::uriu,ri, mhut, 2SUC2Cl~Cl, t=ij1...l:::nsum11-;iri~j, 

qjnn,u cc;:J::: ccurncrJu5uicsri;::i;jn cz:fsctJrn.JsusjLmccrimu-;iri~j cc;:J::: n,uce'tsu 'cm;::i2sjn.u 
=i;::i,.u1Jsri 'cw 'c~cD, CClJl~-;iri~j1...l:::nuri;::i;jnj"llJ2SjJl.LJ=l;)"I.LJtlSrJ 'cUUl"lj 'c~cD Lm.01...1:::~mnw,u 
[[;::)~ u~~rnn~hJ~j . 

sjm.u n,;iri;:i,n;::i@Jmu-;iri~j cc;:J::: mrn€tsu'cm;::i2sj n:::~;::ij crintut;:J~ cc;:J::: mu~mu, ~:vu 
C;:Jll1Jl 625/1!@.J, ~j;JlJUl 22 Q;:J"I 2021; 
sjm.u m11~11=1th~:::cuD2sj n.u-;iri~j cc;:J::: w:::i:Jnj"llJ ~:vrn;:Jnui o 6li/n-;ij, ~j511ui ~ 5 ]jnsu 
2022. 

-~rlrl;Jj 
dirioe.Jrl"ll.J~(l&b CC;;;J~ rl"ll.JC~Sl.J tmo 

eej llJJel~"IJJUS(l tl.J'c~cu 

m.JO(lln 1 

iJ~ 1u1Jlj~ 1uk, cu 

~,ui,~~~ri t1:::~imt1:::'cri v:::~,~11~,;::i 
~lJrll.J"li.J csn:::~"lrl tJ:::~"IUltJ:::'cri CSll~"IU ;JrJUl~~"l;::JSlJ 

C;:Jn1Jl { ~0 /rm~ 
lJ:::="lSlJQJ;::Jj;);jj-;ilJ, 5rnn O 2, 11 JJ VJ~ :Z.0~;}. 

') 
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dQ,.I Q.,f O""\ ui2nnunnm.J"lti cc;i::; ;i::;ujumu; 
14. i:J;:iwu, s;:i.u.Dnusjniu~n~jutrij;J2Sj U1jW"ltiL1J, riijtJ::;cuin, wmOu cc;i::; ~,nu rij;J 

nu ;Jjnj'11J~;J,JJLJ8'1 ,WUl"lj 'cqCU cc;i::; n,uunOsjcnn L1Jn"l1J:U'1L~srnflcun murnu 
C1TI1J'128j ~::;1J::;l.i1n::;q;Jj; 

15. cnuri, cc;i::; ~j;J;JJJ ~::;ilflri'lj~ rlj;Jn1.J ~;)'1.LJLJ8'1 'cWUl'lj 'cqCU cc;i::; muunOs:icnn L1J 
o c;> vn n ~ c-.l n ,:!, ~ C) , ) C) , \, 

n"ltJtJ"h~®'tlmrnf1 1flmflffH1:Aj1.:l'le:h.}J ~~;J¥ m:i~ <>;CJQQ -i~ 1Cm:;;i~1,:;;irn-;; 

v 

2"l;J~"l1J2.lJ1J2"l;J~"l1JtJ"l1JS1JCC1CU'1; 
3. ~"ljS"ljCcr.Ju~nui::;~,n cc;i::; u::;ttiuiti uinj;Jnu ;Jjnj"llJ~;J"l.LJlisn ,wuiij 'cqcu, ;Jjnj"llJ 

OnOsjcnnLumu:uiL~srnflcun, ;Jjnjiun,u5,'ol£.vu2,;J~"lrn.i,usrnflun; ~"!jeer.Ju 
j"llJ, ccr.,1m,u cc;i::; trnrnu ci:-Js~::;cmJ;5m1::;.Dufl n::;q;Jjcrin tut;i~ cc;i::; mu~~,u 
1J'ol"!;i::;rni5ussj cc;i::; s::;v.un ws.urnj~n~jtJ::;flun Lm"'1i5ur3ufi; 

4. ~1J~;J"l ~"lj cc;i::; urnjj uumufoi, utrij;J28j nu ;Jjnj"l1J~;J,JJLJ8'1 'cWUl"lj 'cqCU, mu 
OnOsjcnn L1Jm1J:U"!L~srnflcun, m1J6''ol£,V1J2"l;J~,rn.:husucflun L1JlCWlrnm.J"l::;nu 
~::;wiun;J~j Lrncri;i::;'c;iti::;; 

5. ctli;i::;5j, flnm.u, nonrn, 5cm::;, tJ::;c.Du~;:i,.u~jj cc;i::; ccn,2cmrn:ind~rnmj ,qcu; 
6. nonrn cc;i::; fljtirnrinun ri,u~;J"l.Ulisn ,wLun,uthL~ uum~tJ::;nsu ~mrnsc;5n 

k1s:lJn u'l~~:u,c§, mJtJ ;ii;:i; 
7. ~JJ~Sj cc;i::; tJ::;c.U1J.UinC'l::;tj"llm;J"l.LJLJ8'1 ,w 28j;J::;UUn"l1JU;;JD1"!1J~'1m1J£,V1J2"l;J~i1J 

Information Security Management System (ISMS); 
8. ~"ljrlrJ';J::;ni, CtJtim.iufoii, L~~::;u, cc;i::; &'Jnsus.u 1flij'1"l1JCrlnUn5q"lm1J rlj;JnU ;Jjn 

j"l1J~;J"!JJt1Sn 'cWUl"lj 'cqCU cc;i::; muunOsjcnn L1Jn"l1J:U"lL~srnflcun; 
9. 5UCC~jcmn, CC~jC'181J, Lmihun~, cc;i::; CClJ::;'.LJ"l;JUlUSjnlJ rij;:inu ~;)"l.LJLJ8'1 'cWUl"lj 'cqCU 

cc;i::; nwDnOsjcnn Lumu:uiL~srnflcun Lmccriw,n~;:iuuirij;:i2sj ci:-Jsn,dJumrncn,2; 
10. ~um,, ~::;mJsj£.vu, fljE)u£.vrniJnriiun,un::;uiirJnuiij ,qcu cc;i::; 5L-;i£.vu2,;:imu 

w,usrnflun ci:-JsLmwm~;:iuuirij;:i 2sjnid]u~::;fim.u;i::;ujunnm.J"lti; 
11. ~1J~;J\ wnui::;rnn"llJ:U"lL~ q8tJCC;), 5"lrnC;J cc;i::; ;i::;iJrnrin tut;i~ rij;:inu ~;)"l.LJLJ8'1 

'cWUl"lj 'cqCU cc;i::; n,uunOsjcnn L1Jn"lrnj"lL~srnflcun; 
17.. ~iJflDi cc;ir. 1J~~i~J~1imunu2~ccmJ.1n,u viri:i;)P.Sj L1Jn"ltl~'lj ((:J~ fJnui::;ui 1jjn~n 

1Jnsu 5.U tmfl;JlJJ~tJiA1iJ1:10~JJlJ~Ci 1b1.JV1'!~ 1C~LLf LL~J:,C; l l'llJUJ IU~:JLL IJ I ~iurnrnJ, L{ ~.et1cM 
cun· ' 

13. flnm.u, noorn, cnurii, ~j;);)Jj cc;i::; ;J"ltlj"llJ n"l1J:U"lL~£.vu-2'1;)~'11J r.husrnflcun ' 

' J.m,m 3 m1,ui 
ll.LJ~;J"l.LJLJ8'1 ,w h;cu .Dm1,ut rljil 

1. tJ::;flunnrnruiti, n,;5n, ufoi,2sj~rnmj cc;i::; uflri,rhj~ 2sj n::;q;Jj crin hJt;i~ cc;i::; 
mu~~iu; 

2. ~u~6i, c~s.u~.ucrn;JU1"lj1J::;trn.J"!ti2sjwn cc;i::; ;5nri::;mu nj;Jnu ;Jjnj"l1J~;J"l.Ulisn 
,wtmj hicu, ;Jjnjiun,uurn'.Jsjcnn LumrnjiL~srnfkun cc;i::; ;Jjnjiu5,'ol£.vu 

"' d c, rn.J'IUl CC:;J~ 29tJC2'1~'1 
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JJ"lrlrl'l 4 2StJC2rl~rl 

llJJfl;:)"IJJLl8rl ,w tqCU .D~ri ~:iD: 
1. ;;i~cuuil"lj, Drnjj qi ~tJj"lj iJAn,lRri:J;:J28jlltJ ;:):Jllj"l1Jfl;:)"lJJLl8rl tWUl"lj tqCU CC;;J~ ll"IJJ 

DrnJs:icfin 'Lumuu,'L~srnAciiri 'Lm~rnzn:if.};i,;;i~u,; 
2. ;;i~cuDccr.,umu, cct.'.!1Jj"11Jtfljm1J ri:J;::inu ;::i:Jrij"lJJfl;:J"lJJUsri ,wm"lj tqcu cc;;i~ muDn 

Os:icfin L1Jll"l1JU"lL~91JCrlCUrl 'Lmccmrnm.J"l~lltJll"lJJWrlUl~JJ"l rnriri~nrifr~riSJJ CCUlj 
q"lrl mJJccri;;i~,;;i~~; 

3. u,'L~t;;itn ;;i,;::ic~ri "LaoCERT" C~"IL1J;:J:Jllj"l1Jm1J~"ljnri-;i~n,, nirntJ~ccrJ~.l.)1J2"l;:J 
;;}')JJ, ll"lJJLUlfl;:)')JJ~, mJJW;:JWJJ, mrnc-;i:icAsJJ CC;;J~ risutncmrn~rn~JJ tltcnri§unu 
;;J~UtJflSJJW;:JCrl; 

4. c~,ctlu;;1~JJ,~n2s:i s:in,u-;iri~:i;;i,nu lRri:J;::i2s:inu ;::i:Jrij"lJJfl;:J"lJJUsri ,wm,:i tqcu , 
CC;;J~ ll"l1JUllU8jCfin L1Jll"l1JU"lL~91JCrlCUrl mJJmrnmJJCl28j fl~JJ~U"lll~q;:Jj; 

5. ;;i~cuDc~is;::iJJU~qJJ, ~,JJ~u,, wnsu5JJ ,;;i~~~JJ cc;;i~ ,;;i~~m;::i tiw,~'Lu cc;;i~ ri,:i 
• v 

u~cmri lRri:J;::i2sjntJ ;::i:Jrij"lJJfl;:J"lJJUsri ,wm,:i tqcu cc;;i~ n,uDnOs:icfin 'LumuD,'L~ 
srnAcuri; 

~· "" ~ 
6. ;;i~cuD ili:iri:i, tlrnj:i, ~ucBnn:i-;inn,u~riri:i, ccri:irb, ~nii,~ cc;;i~ ~u~su w~iin:i,u 

28jllJJ C'1"1JJ;;)~1.J"ltJ cz:Js'Lm;;ismisjntJ ;:):Jllj"l1Jfl;:)"lJJLl8rl t1.JUl"lj tqCU mJJccri;;i~,;;i~~; 
7. :,;j~C1Jll rn~trn J"l~J, ,;Ssu~JJ-~JJ. U"l~j, A~,:i w~Dn1,1.1 CC;J~ u~fiuri5't1J C1~JJ;;]~lJjUm1J; 

8. nonrn, ~um,, ll~ri cc;;i~ ~jrJ1J~.l.)1J mi:i;;i~iJucsc~n tm3iJn 'Lmwm~;::i1JlRri:J;::i2sj 
mJJmJJ;;i~cuD; 

9. ssn'Lus~\l~,ri C1"11Jfl;:J"lJJUsri ,w L1Jm1Jui'L~ u1Jrn~U~ns1J~;;1,rnsc~n trisiJn lR-;i~ 
uic2, ;;iUU zno: 

10. u~c.U1JJJ"lriri~rii1Je1;::iiJJUsr1 ,w 2s:i;;i~uum1Ju~mi1J-;ir1m1J~.yu2i;::i;;1i1J Information 
Security Management System (lSMS); 

11. c~1Ji°61Jmm1Js;::iJJ.D nusjm1J-;ir1~:i m:iw,~'LJJ cc;;i~ ri,:iu~cmri ri:J;::inu ;::i:Jrij"l1Jfl;:J"IJJ 
uen twm,:i rqcu LL;J~ n•11JDniJsjctin 'lurnuu1'l~firnt'-id'.k1; 

12. ;;i~cuD-;irins:iU~qJJ, ~,JJ~JJ"l, cc;;irnJ:JJJ ~JJ1J-2i;::i;;1i1J cc;;i~ wnsu5JJ, wn~sJJsu.D fie 
• v 

';Jj ri:J;::inu ;::i:Jrij"l1Jfl;:J"lJJUsri ,wm,:i tqcu, mJJDnOs:icfin 'L1Jni1Jui'L~srnAciiri mj 
1.J"l~LJJ CC;;J~ rl"ljLl~CUlrl; 

13. ~JJflSj, u,'L~~u~JJ cc;;i~ :juU~JJ"lJJ mJJm1JS~\J.Uri2s:in~q;::ij; 
14. u~Auri~r1§1J mJJzRn,Dri ,;S'LuiJAn,§u cc;;i~ ni1JJJsum.1,~2s:i ~riri~.DJJA, ss:i , 

16. ~JJflSjll"lJJ-;iri~:i, w~iin:i,u, §rncr.,rn..i,~:ifiih:i cc;;i~ u~Auriu~t~u,~~w~iin:i,u; 
17. ;;1~1,pu, ;;)"l~j"IJJ ;::i::plj"l1J28jllJJfl;:J"lJJLl8rl ,w h~cD Lm~riri~.DJJftq"ltJ CC;;J~ cz:Js~th 
18. ~"ljCCt.'.!1Jm1JC~81J ,m;::i;:J:Jllj"IJJ u~~"lCCl81J, u~~, trunn, u~~"IU, m:i;;i~hru CC;;J~ uh~;;i~ . 

hru cz:Js;;i~mD~ fl~JJ~um~q;:Jj; 
19. u~Aurim'.l,zR§u mJJzRn,Dri ,;S'LuiJfoi,§u CC;;J~ mJJJJ8tJm.J"l~28j~rl'fl~.U1Jrl, 58j 
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Q..I n.vC-::.~~ 
W~CCi.Jll ~:J;J:JJJ JJm.J"ltn n_j1J: 

1. ~J~~.UU1Jbl"ll'-=irnru,~, ri,;5r1 CC;JC: ~a-5lJ:iUlli1JC1"1j~ uiri;;j::JS8j CC:J't' ~Bjml~:Jj cnnh1 
t;:i~ CC;J~ ni1J~~i1J; 

2. ~j;J;J.LJ, cnurh CC;J~ ~~crruf1rncn ~1J-21JC31JCC181J, Elbl 'cjccSjj"l)J 28:J lJ~Ullj"llJ- 
;i r.rr1~n s 1J 1.1 "l e.J L )J fi JJ; 

3. ~.uEiej, f5p;JJJ ~:i~tJ~m5r1 w:::"U:n:J11J-:.icir1~nmJ ?.8:JllJ-'; 
4. ~j;J;).LJ CC;J~ cnunm,rntf s1J 'cm;::i;J;;jllj"l1J28jll.UL1JCCC1;J~'c;:ie.J~; 
s ~11()6:1 ru111 J~ouo-1J~1uu~e.JLl"t;J~ m1J~a.~1J-~rn3rnfis1J cc;:i~ m1JtJ~fiun ;:i~u:JuB'c1J 

inom 7 UJJitlt2s:i1.1~c1Jn ~j:;J;JJJ (General Afairs Division) 

<T'I v O"'\ v - 0 0 ~ 00"'\ 0 m;::iuui1.1~crnn, ss:im;::iuui1.1~crnn cc;:i~ :;;inri~ns1J;::i~im1J-;i"l1J;J1JmJ:J mnmumunm 
ccm.i:i:ii1J. 

~~~1_111·11_1rJ'lJ'~1; ~r 1~~11, lu·i./i:J, DJ,~,,~ Qi Orni,m.nJJ ccJJiJt_J:;MlJtim.uticm.uitJ 
CC;J~ ;J~U:JUll"llJ. 

3. 

' v 

m1JCCUjj"l1J CC;J~ ll"l1J.U8UDJ.Ji~; 5lJrJrl~8lJ'11Jl;)UJJ"lll.U Jl;;j;JrlU rJ1J~")c;;in CC;J~ 22,n 
O"'\ <T'I ' c-{,n ~ 0 rinurnJS:J 2s:i;::i:Jnj"l1J 1flrl1J~rn; 

58j1Jl;)UJJ"lll.U ~5n~,m1JCCUl1J l18j;J"le.Jj"l1J;J;;jlljirnR'cri~nn:itJ~fiunL1JhJ~~5n~, 
miJCCUl1J~1J ~tnlJklmJin.u wirnJi~numtJ~-::J,mlJ. 

anorn 6 liijtJ~su~nil~:;;ims1J 

nJJel;J"lJJtJsn 'c1.1 'c~cD .Dte1:itJ~nsu;ine1~:;;ims1J nj~JJiJ: 
1. m;::imhnJJel;)"lJJtJsn 'c1.1'c~cD -;i")1J;)1J 01 Uli1J, 51.JrJrn;;su~ ;;inri~.01JC1 CC;J~ 58:J 

;;inri~.D1Jn~~lj,;);;jllj"l1J Jl;;j;)rllJ rJ1J~"lc;;in CC;J~ ~2,nfinurnJSj L1Jm1JtJd1un;::i;;jn 
j"l1J28jllJJ. 

L1Jc;::i;:iim;::imhnJJ fin2n ns:iJJsu~nLmss:im;::imJinJJui"l1JLrnill:i 5rn;i,mrncm1J; 
2. ss:im;::imJ"lnJJe1;::iiJJtJsn 'c1.1'c~cD -;ii1J;::i1Jml:J ~;::ie.Jm;JUJJ"lllJJ ~D"l;J;;Jll:J"l1JLnml:i m.u 

rn.J;:)Cllfl 4 

inom 5 liijtJ~sunj-;in 

nJJil;JiJJtJsn 'c1.1 b~cD .util:JtJ~nsunJ~n n:i~JJiJ: 
1. 1.J~crnn ~j;J;JJJ (General Afairs Division); 
2. 1.J~crnn ~1Jfl;J"l cc;:i~ wrnn~rn (Research and Development Division); 
3. 1.J~crnn 5;::JJJ.LJel;JiJJtJsn 'c1.1 'c~cD ( Cybersecurity Cooperation Division); 
4. 1.J~crnn risuhicmn~rn~rnm:ie1sJJw;::icn (LaoCERT Division); 
5. 1.J~crnn 3'c-;i~.lj1J2"l;Jm1J r.:h1Js1JCncun (Content Analysis Division). 

Ul.J;:)Cllfl 3 
ti'l~tl~et121i1J~Clfb 
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6. 
7. 

r 
.) . 
4. 

3. 

J!.. v Q.I C"l. v c-1 ~ c'S. 1..1~crnn e11Je1;::i, cc;J~ 1..1nui~rn JJm.J"IUl nj1J: 
1. ~1Jfl;J"li11j Dfin,~JJnrnru,e..i zRri;j;J29jllU 1J~5nri~n, cnnt1Jt;J~~~"l1J CC;;J~ ~.IJlJ- 

2"1;:)~"llJ; 

2. €J1Jel;J"l, 5'c-;i, UlCl;JSj CC;J~ U~ClJ1JtJ1Jn::;1J1U29j 1llscmSJJU~~j5ie.J CC;J~ ~Sj1mci 

Inorn 8 m'.htll2Sj1.J~c1Jn ~1J{i;::i1 cc;i~ i::lnui~, (Research and Development Division) 

v ' 

10. fl1Jel;J\ ~JJfl9j CC;J~ n;::inmcsn~~11J C1J912fi1CU11Jfl~1J::;J1JJ; 
11. crJrncrJcsn~~,lJ, ufin, CC;J~ ;J~U::JU1hj".] zRri;j;J29jL1JCC'1;J~'c;Je.J~L1Jl1.J~Unj11J- 

~nri~n91J1.J"le.JL1JllJJ; 
12. n~n;jJJr19jU~qJJ'11j".J ;J;jr1j11J1JZflm1J CC;J::; csnDnurnnnnsjU~qJJ 29jllJJ; 
13. ~1JCCrJ1JU"l;;ijil~,j1.J~Ullj11J 29jllJJ L1JCC'1;J~'c;Jti::;; • 
14. ~JJflSj~ll~ns1JsUL~, 1..1,m::;1J~, ~u~1J;J;JJJ cc;J~~ull~JJ11J2sjnJJ mJJm1Js~1,J.Un 2s:i 

n::; q;Jj; 
15. ~JJmunuu1Jm1..1~crnnm1J cc;J~ 1..1m~;::i1JzRn~;::i2s:i L1Jm1J~n~c€tsjL~msjm1J cc;J~ 

5nrisu~ns1J5q,~~c1..1,~ 2sjnJJ; 
16. ~1J~6, CC;J~ cnun,~~ilfi ;J;jnj11JC§1s;::iJJwnsusJJ CC;J~ ~,JJ~rnM"lj".J ~ 1.J1t'L1J CC;J~ 

Mijll::;cuin; 
17. c§,s;::iJJ wnsusJJ, ll9jU~qJJ ~,JJ~rnM,j".] n11J5q,m1J tl1.J1e.JL1J CC;J~ Mijll~cuin; 

• v 

18. c§,s;JJJL1Jm1Ji11j CC;J~ urnjj U1Jmufin, zRri;j;J29jllU ;J;jllj11Jfl;J1JJU9Cl ,1..1 'cqCU; 
19. lJ::;fit'.Jrnn'.hzR CC;J~ ~n§1J".] mJJm1JJJ9Um.J1e.J29jfl~1J~llJJ. 

6. ~~rnDrirncn ~1J-~1J c~rnns1J, ~n 'c;dccsjj11J 2s:i 1..1~unj11J-~nri~ns1J 1.J"ltiL1JnJJ; 
7. ~JJeisj, ~j;J;JJJ, ~,cih nonrn cc;J::; cc-;irn.he..icsn~~,rncuuc~e..i cc;J~ ccuucsc~n toun 

;J;jr1j11J21C21-2199r1 29jllJJ; 
8. CU1JL-;inij ll~~,lJ~JJUlU nu1..1,rnti;::irnRn~;J29jUlj~1Jmj CC;J~ Ul9j~1J L1Jm1J~nnj 

ll::;nun;::i;jnj"llJ 29jllJJthj .Du~~rnnr:31Jn; 
9. ~1JCCrJ1J, finmJJ, noorn, ~~m;;iu CC;J~ ;J"le.Jj11J m1J~Clnjll~fiUCl;J;jr1j11JCfiS1J'cm;::i 29j 

llJJl1::;-;i1s1mn, C'191J, 03 C'191J, 06 C'191J CC;J~ ll~-;iiu 29jllJJ; 

I c-:!C"l.O"'\ O"'\ O"'\ C") C"l. mj".] UlJJrJ1Jr1~UlU Ul1j;J~UUfl9JJ1.J;JcrJ; 
fi1Je16, 1J1Jm1J~5nri~ri, cnn11JL;J~~~,1J CC;J~ ~.IJ1J-2i;)~,1J ri::i;::inu e1;::i,rn.Jsn ,1..1 
uiij h;cO c~scC:,rncr.1e1;::i1JJ~Lmi1jfiJJ; 
~1Je1;:i,, ihj, IJClUl~rn CC;J~ UUl)j c5uc~c5 CC;J~ CJJ;JC~C;J 29jllJJ; 
~1Jel;Ji, ;5,J ~:.:Arnn, ccr.j1Jtf1,:l::;1J\ ~~j1JJJ, 3nts CC;J~ rJJJrjJJ ri;:FnlU ~:Jnj1)J5nm 

fl~irn.Jsn 'i:1..1ui,:i t~cD; 
~1Je16i, i1ij tJJJrj.D L1Jmrn.'hL~ e-isJJll;::icA Lm.De1;::i1JJllsn 'c1..1; 
i)1Je16i, ssrnmu, ihj cc;i:::. wnui~mtzJscmsJJ cc~~ ccsuiJrn~,J ri:;J;::inu ;:i:Jnji1J 
sri~~rij~JJU~e1 ',1.m 1•1j h~LD; 

8. ~1Jfl;J1 CC;J~ wnui~rn ;J~uuciln 11Jt;J~~~c1..1,~ Cl11Jfl;J1JJU9Cl 'c1..lUl1j 'cqCU; 
9. ~JJelSj, AnmJJ, nonrn, r.h;ijsnm cc;J~ n,rnJiL~ msjmn;Jsj 2sjnJJ; 
I 0. ~'1~m,Jt1,u ~~tjfl 11·1rnp l~ll I t··wL'I (J)'l:Jh1~U ~ IJ'1U~1J1..i:U-CUlfl t.J~~,u; 

========c=1=1.==~=~m=un=,1=<Jc{ts1J tm;::i;::i;:p1j11J2sj1..1:::.crnn O:.-;-::i,rfit159~uF, 'if?J~"\'7,~1 ?'i'cc""';;i:::~tJra=; =========== 
~ 



6 
s. 

JJ"IClm 10 m'.l,uf2sj1.J:XC1Jn c,sutricmri~rn~1.Jlil"ljflSJJlJ;JCL1 (LaoCERT Division) 

!'.qCU; 

9. fiuei;Si, ~~cm)mu~;::irn@s mu~i:JE!;JiJJmci~,mci l.Jnei~;;imsu riiuei;::iiJJtJsci '\:1..1 

m,:i !'.qCU ti,s:imu~ClMj Uljl.Jie.JLU, 1..1,rnJu CC;J~ ~,nu; 

10. ~UE"l;Ji~i:iu~te.Juie.J' CCrJU~Cllil~~,ci, tei:imu CC;J~ CCrJUji1.J9U;J~9:JCl29jnJJ cr:JsLm 
~srnis:i nu ccr.1uwrim~rn c~m1~ficiR~r1su LrncM;;i~'\:;;ie.J~; 

11. i5j;JDJJ, ;;]~£.Jj~JJ, CCr.J1Jni1J, bCf;JUjiU, l~:imu CC.J~ n,,J~:JJJl:ki,:i':J ~.,,~:iil.1 I ~1)1 

1..1,rnfou~ri~;::i~sj MiJJCCtt::i::!',~~~: 

12. ~~umu~ClM:Jtl:iluri ccrJu~cim~~,cimuwcim~, 2:xcm.J:icilntut;;i~ cc;;i~ mu~~,u tJ~ 
~ij;JCl (03 cRsu, 06 cRsu, 09 cRsu), U, m:i~~'\:mJ cc;;i~ CCrJUml.JUlie.J~~'\:mJ (05 u); 

13. ~~mun,uc~su'\:m;::i;J;:jnj,U29jl.J~CC1Jn tJ~~icRsu, jon CC;J~ u; 
<;' . ' 14. U:11UClmJiUl CC;J~ ~'191.J:] mJJmUJJ9tJm.Jie.J29jel~~nJJ. 

JJ"l'1m 9 m'.l,uf2sj1.J:XC1Jn 5;:JJJ.UflmJJtlsri 'c1..1 'c~cD ( Cybersecurity Cooperation Division) 
1..1~crnn s;::iJJ.uE1;::iiJJt1sri 'c1..1 '\:qcu .Drru,ut ~:in: 

1. ~1m;S,, tJ~~,u:i,u, W;JWU, 5;:JJJ.LJ, s,:i~um, [k1uumnm1JS;JJJ.LJ CC;J~ ~[JnW1JMi:i:::i 
5;:JJJJltJ uums:in,u~'1Mj'1ij:J Uljl.Jie.JLU CC;J~ Mi:itJ~Wl'1 mJJniucmuR 29:JE"l~U~nJJ; 

2. ~uEl;Si, ti,~~rnu ~,:iuumtE1:imu~:imu~ci. tE1:imrn5filJJ cc;;i~ tE1:imu~;::irn@s ~m 

1.Jie.JLU' 1..1,rnJu CC;J~ ~,nu 1Rri;J;J29jJltJ ;J;:jr1jiUE"l;JiJJ1J9Cl '\:1..11.m:i !'.qCU tm.JrJ,umu 
C1TIU'129j nJJccrJumu CC;J~ muc~u; 

3. fiuei;Si tJ~nStJflicmu ri;:j;JJltJ CSn~~,u 29jl.JirnJu CC;J~ ~inl.J Ulri;J;J29jJltJel;JiJJ 
U9Cl !'.I.Jlflij !'.qCU; 

4. CUl.JL~n,jLUmu~,:i uciti,~~rnumuwrnn~u, ;J;:jnjiUE!;JiJJtJSCl !'.I.Jlflij !'.qCU 29jnJJ 
cr:Jscr3rncrJLm SjmU~ClMj 1..1,e.Jtu, 1..1,rnJu CC;J~ mnu; 

5. w;::iwu nu1..1,rnci;::iuri:J;::i2s:iin:i 1..1ie.JLu, 1..1,rnJu cc;;i~ mnu cr:Js~~rnu tii~:i 1..1~Dn:i,u 

c§,s;::iJJns:itJ~~JJ; 
6. tJ~~,u:i,u nu 1..1,rnci;::iulRri;J;::i2s:i in:i1..1ie.JLU cc;;i~ Mi:itJ~cmri tii~:icsn~mu mm§, 

s;::iJJ&'.JnsusJJ, ;diJJ~rn cc;;i~ ~.vumrn.in~nm,:i '\:qcu cr:JsLm 1..1~crnnlRri;J;::i2s:i rhd}u 

mun; 

7. ~uei;S,, n~n:JJJclJsLucsn~~,uM,:i:::i Lmei~u~tim~q;J:J, ei~u~nJJ cr:JscDu~.vu Lumu 

c§,s;::iJJns:itJ~~JJ I.Jie.JLU, 1.JmrJu CC;J~ mnu riiu;::i:Jn:i,uei;::iiJJtJSCl ('.1.JlJlij'cqCU; 

8. ~~mtJ~j;J;JJJ;J;:jnjil.JS;JJJ.LJ 1.Jie.JLU, 1..1,rnJu CC;J~ ~,nu riiu;::i:Jn:i,uei;::iiJJtJSCl l'.1.Jlilij 
<;' 
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rnom 11 m'.lizR2s:iw:xc1Jn 3'c-;:i~J._J1J2"l;:J~"l1J tJ"l1JS1JcAd:k1 (Content Analysis Division) 
r,1~cc, m ;)t-;:i~~rd210~,)j t.:ii}..J§').,J~Aci:in .Drru,ut ~111: 

1. ~jjfl;:Ji ce'ts:i.D, ;J~UU ,,~~ .u,nn~mjj L1JT1'11J3'c-;:i~J.)1J2i;::i~,jj t.1i1JsrnActin LUl 
ftnris:i m.u firnru,ti cc;;i~ ;;i~U:JUrnlJ; 

' ' 16. tJ~fiurnJJ'.l,zJi CC;:Jt; ~rl91J~ m.umJJ.LJ8UV1J°lt.J~aj=l~)J~ll.LJ . 

v 

1. fom6,ili:i cc;;i~ tJrnj:i u1Jmufhi, uhi:J;::i2s:inu .u,r11:1~n,rn1sutricmn~rn~rnm:i 
;J~UU eis.ui:J;::icA CC;J~ .u,nn~t1i1Jrn1Jsne1;::i,.utJsn 'cwui,:i !qCU; 

2. ~1Je16, cc;;i~ ilij~1Jrnj;;i~urnti,;;i~5:ie1;::i,.utJsn 'cwui,:i !qCU (Cyber Security Operation 
Center); 

3. cD,;;i~5:i cc;;i~ 3m,~ rn1J~;;i~-;:is1Jf J.)1J tJi1J;;i~uun;::irl';\u 'cw~nm.uui,:i tqcu; 
~1Je16, ~~mu ssnLus~vtiin r\i1Je1;::i,.utJsn 'cw L1Jni1JuiL~ u1Jm~tJ~ns1J~~irns 
c;;in tnsiln lR-;:i~u,c~, ~tJtJ ;;ii;::i; 

4. tJ~c.D1J.uinn~ri,1Je1;::ii.utJsn 'cw 2s:i;;i~uurnrnj;3m,u;\nni1Jf J.)1J2i;::i~i1J Information 
Security Management System (ISMS); 

5. flnm.u, nonrn cc;;i~ ;;iitiji1J e1;::ii.utJsn'cw2s:i Website, Email cc;;i~ e-office 2s:i 
n~q;:Jj crin t1Jt;;i~ cc;;i~ rn1J~~i1J; 

6. n;::inmi~sjtm;j, 3m,~ CC;J~ tJ~C.U1Jel;:Ji.LJ~;jj C5Utq, C.LJ;:JC~C;J CC;J~ ;J~UUtJ~flunrn1J 
c1Jsrim11Jnirncn'c2; 

7. suw~:icmn, W~jC'1S1J CC;J~ ri,cil1Jrnrncn'c2 Jl:'.j;:Jr1U 'cw~nm.uui,:i !qCU; 
8. n;::inm,~s:itm;j, 3m,~ cc;;i~ tJ~c.D1Je1;::ii.u~:J:J c5utq, c.u;::ic~c3 cc;;i~ ;;i~utJ~flunrn1J 

czJsri,ciJ1Jn,rncn'c2; 
9. ~jjm,, ~~mJSj CC;J~ ~jtl1Jf J.)1JQJnt1i1J rn1Jn~uiiwnui,:i tqCU LUlC~im'.hzR riiQJ;:Jrl CC;J~ 

wm~;::i1Jri:J;::i2s:i m.uni1J~~cmJ; 
10. ~,:inn-;:i~rh wnsus.u CC;J~ rnuwn~s.ucsnrfo~:i ;:J;jnj,1Jel;:Ji.LJtJsn 'cwui,:i !qCU; 

~di!.; i"IUJ IWI, lll.Jt,J}1 .JI.Jlfl'ilJUSjlllJ cc~:; cc:f\ t~U?Jl'.'11 ni1JGl(lU11-IOn h,11Wlj h:w1; 
11. W;:JZJjjtJ~~,1Jji1J nu mfotiji1Jsrn~ie1;::i,.utJsn 'cw ( CSIRT) ~w,tiL1J CC;J~ U1Jm~1J 

f;flme1;::i1.utJsn hJ (CERT) rh1tJ~cuin t1Jnirncfi'cecmn~nd~1JU1i:J tqclJ; 
12. ~.LJelSj, ui~j5n~, ~tJ~nsrnrinfln, U1SjWnSU5.LJ CC;J~ ;;i~uutm,i1Jtelj~ijCrln1Jn 

2Sjll.LJ; 
13. ~u~,J,~~ h:i tn;Jimf,n "T .nnf'.F.RT" c~i~·u:niu~rin'.) CC;:J:;'. ~~mJ hn::i;:i:1n.1i1iciiu 

ei;::i,.utJsn 'cwui,:i tqcu; 
14. ~:i;;i;::i.u u1Jm 'cw~nm.uzRcfin§1J ui,:i tqcu W°ltJL1JtJ~cuin clJsLm w~crnrn1JlRri:J;::i2s:i 

ili:icu1JD.u~~-nflf J.J1J u~~,u; 
15. ~:::qJZ.JTlirnftslJhil;:J;:JJllJ"IJJc2BjW:t:COJn IJ::;';)iC'161J, jon CC;J:; t'.J; 
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QJ C,(""1QJ qJnn,lJ CC:;J~ CCl.JUCCr.11JOUlC5ClOjrl 

mJOCllJl 5 

v 

15. ~~1JJUm1J~l.lC1jtJ~fiur1;:ijnji1J 28jf1~1J~ll1JJ~m1J~JJf18j81JCC1CUrnrni:i~,ri ( f)f18~) 
L1J2:J c2r1;:ijnji1J2s:inJJf1;J1JJ1.Jsri 'cw 'c~cD tJ~-;i, 06 cRs1J cc;;i~ tJ~-;i,D; 

16. :;;:J~Q)Urn1JC~S1J0ttf\;::J.'.:l:Jfljirn::'.::.ljW~LL1Ji I 1J~··hb119lJ, _'.)JCl CC;;J~'. li; 
1 7. u .. f\On1..ri.11tR ~c~m ~1.10,J':J mJJn'l1.JJJsuuu,t1?1,~1:'f1:---1_1~1111 

I I ._, I 

~jrl2.I.J1J21;JCJl.lrlfirnruie.J CC;J~ ;J~UjUrl11J; 
6. ~1Jmi, ~~uus:i cc;;i~ ~jtl1J~.1.JrniJn-ni1Jm1Jn~ui,CJr1 t.:ii1Jsrnficur1 mJJn11J~~c1.ru2s:i 

ZJrl~1J, UllZJrl~1J CC;J~ m1J~l.lrlj; 
7. ~JJUlU nu w~crnrnRrij;J28j cr:lstJ~m1Jm, t;1Lmu;3m1J~~j~JJ881J;Jie.J ~ri,:itJ~CUll.l L1J 

mrncfi'c2u1Jm,m1Jn~ui,CJl.l t.:i11JS1JC'1CUl.l; 
8. tJ~~,1J~JJU1unu2~ccuu:i tJm~-tJn~ cz:Jsccfi'c2 m1Jn~ui,CJr1lRcfir1§1J t.:i11Jsrnficur1; 
9. Lmihunm, crn~u,r\irnrinun CC;J~ 5uin,rncfi'c2u1JmiccrirJi)rn~e.Jmie.J t.:ii1Js1JCficur1; 
10. ~,:inri-;i~rii, 'tw~cfi CC;J~ w,uc€ts1J rmo cz:Js~j;J;:w~.v1J2i;:i~,1J CC;J~ CtJe.JCCt.:iLmf1;J1JJ 

~L1Jm1JDrnJs:icrirnm:isrnficur1 Lmflf1;:iiJJ1.Jsri 'cw; 
11. ~JJU1unuw,n~;:i1JlRrij;:i2s:i ~:J'tf1;;i~rnctJrnct.:i cc;;i~Lmf1;:iiJJ~ rij;:inu ni1JD1L~ ~ 

~:J~JJss1J;;iie.J t.:ii1Jni1Ju,~~c1.rufi;:i~:i QJ t.:ii1Jmi:ic;:iu 'c~ cz:JsLml.iiL~i)nr\s:i mJJfirnru 
ie.J CC;J~ ;J~UjUrli1J; 

12. ~:i;;i;:iJJ u1Jmm1Jn~ui,CJr1 t.:ii1Jsrnficur1 w1e.JL1Jtl~cmr1 cr:lsLm w~crnni1JlRrij;:i2s:i 
~1jCU1JtlJJ~~ilfi~.V1J tJ~-;i,D; 

13. cnuri,~~ilnrij;:inum1JuiL~91JCC1CUl.l28jCrlrlL1JCCrJ;J~'c;;ie.J~; 
14. tJ~~ilJ~JJUlU nu arum 28:J :n~~;)j CCln LlJL~~ CC;J~ n,1J~m1J CC;J~ narum L1J 

rm ,~rinJtJ~fiunajnji)J rnt1Dnns:ice1nm,:ifoJ[l1[Un~1-nJ:1~:-1,.1 )1 J~Kl 'c1.J; 

v ' 4. lll.lmJJ ' nonm CC;J~ ;;]1e.Jj11J 2.I.J1J2i;J~11J t.:ii1JS1JC'1CUl.l uH~rinufirnruie.J CC;J~ 
;;i~ujun,1J cr:lsLmwm~;:irnRrij;:i2s:i ri,ciJ1Jmrncfi'c2~ 'ctJ; 

5. nsu'tr\ U1Jm21;:i lRctJ1Jmij~jj6'1L1J~j~JJ, 2,;:itJsJJ, 21;:iurnu81Jf1;JiJJ~j CC;J~ m1J 

2. ~1Jf1;)1 ~j;J;)JJ CC;J~ cnuri,u1Jm fiomnu, r'h~l.l, ~rnn~1Jm, 1J~Le.JU1e.J, ~An~j, ~, 
cc1J~D,, firi;;i~uju cc;;i~ Dflri,rii:i~ w1e.JL1J cc;;i~ ~1fi1J cr:JsctJrn .. h:i1JsjL1Jn11JtJ~~,1Jj11J 
s;:iJJ.D L1Jm1JDrnJs:icrin L1Jm1Ju1 L~S1Jcficur1 Lmflf1;:iiJJtJsri 'cw; 

3. ~1Jefi;:ii, s:1us:1:i cc;;i~ tJ~nsu~.v1Jrij;:inum1JDrnJs:icrinL1Jm1Ju1L~srnficiJr1Lmfl 
f1;J1JJtlsri 'cw c~1L1JDJJDl.lsj1Jcrin 't1J't;;i~ cc;;i~ ~.1.J1J21;:i~11J ~1J.urn11~~JJC181J~1J-C181J 
tlie.J CC;J~ tlJJrj.D m1JDrnJs:icrirnm:isrnficiJr1Lmflf1;)1JJtl81.l 'cw; 

--------- - ------ 



9 

rnocn 16 r3:u~n~n 
~An;5:i~:::uuiJ .Dr3:u~n~n urncM5:u:5:i;;iirn~rnu:ufi:ut:IJ cc;;i::: U;j:UCCUl:U~fln:5:i~:::uu 

CJrnll 3203/IJUl~, ;5j51JUl 11 m1J;::ii 20181- 

.u,nm 1s · n,:u~nr'i:iu:::nun 
u:umm:u~n~:i ut§:unu n:::q;:i:J ci1n 1:u1;;:i~ cc;;i::: n,:u~~,:u cc;i::: u;in1..1,n~;:i:uutri:1;:i2s:i 

~ Q.I .V q.., ..1::, ("")QJ ta"'\ O'"I II.I <'i. I ..1::, -;i:isu~ cc;;i::: ~nn:i1J:::nun2nn;;i:i~:::uurnJi:ic2.u:i;:in. 

morn 14 :]ulJ:::.u,:u cc;;i::: mlJ:::mu 
n.uei;:i,.ulJsn t:1..1 t'.qCU .UjUIJ:::.u,:u cc;i::: mlJ:::mu crJssutc~mrn€ts:u t:Ul;:J;:J;jnji:U ui,:i 

~nri:::n,:u . 

OlJ;J rim 6 
Li riu lJeJ Cl~ rn/he.i 

4. 

2. 
3. 

cmrncr.1:u5mcsn;:i:1n 
n.uei;:i,.ulJsn t:1..1 t'.qCU .Dcmrncr.1:u5uicsn;:i:1n ~:iiJ: 
csn;:i:1rncr.1:u:i,:u, ccr.1:um:u cc;i::: te1:im:u;i:::s:1n, ccnr2;:i:1n:i,:uil,:i.D~n~.u cc;i::: .Den, 
1J1Jiti'crncM;i:::'t:;it1:::; IJ:::~,:u~.umuili:iccm'.irnczJ:u nu 1..1,n~;:i:uutri:1;:i2s:i c~ssulJ:::n:u 
'c:un,:u~n~jlJ:::nun;:i:1n:i,:u'cmt:r\sur3:un; 
csn;:i:1n.Dn,:un;:inm, flnm.uqrn'.i, ~:::murisnris:uuns:1:u cc;;i::: fl;;i,m r3:u't:r\r3rn~ti; 

• v c;,' 

IJ:::nun;i:::usulJ:::q.LJIJ:::-;i,cns:u, 3 cns:u, 6 cns:u, m IJ:::-;i,u cc;i::: IJ:::nun;;i:::usu;;iiti:ii:u . - 
'cmn:::q;:i:i cu:uDnn:::n; 
IJ:::nunn,:ui:J;:iw:ulJ:::~,:u:i,:u1..1,ti'c:u cc;i::: 1..1it1:usn'cm~smis:im.u;i:::u:1um:u. 

1. 

3. 

IJ:::nlk1qjnn,:u;i;:i.u~:ulJ:::q,1111J:::h1, An;5jCU:UlJllel::::u:::nj;:inuurnm;i;:i.u2s:in.u; 
IJ:::nun;i:::usum;:im'.hn:1;:i, CCUjji:u'cm~n~:usurJnqSU cc;i::: d3.u2:::m[Jie.J1Jl;:J~t11J:::e1n 
ihj2Sj 1..1:::unji:U-~tlrj:::ns:u u;in;i:::r\u; 
u;inn,rn€ts:u t:Ul;:J;:J;jnjirnc.LJ:us:i 'c~nrnru,ti, ;i:::u:1um:u cc;i::: qjnm:u;i;:i.u2s:iwn-~n; 
1hs,cc:u;:imi:i:u:::1tirnti2SjWn-~nri:::u,:u cc;i::: u,cs,ccr.1:un,:ulJ:::-;i,u, CCrJ:U 05 u 2Sj 
n:::q;:Jj, s:in,:um:1rnu=im:::q;:Jj .U,~'1~jrJ:U2:::mmti'cm't:nsur3:un; 

1. 
2. 
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