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Network Equipment Security Assurance Scheme c.:
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SCAS Security Assurance Specifications

AMF Access and Mobility Management Function

AUSF Authentication Server Function

CAB Conformity Assessment Body

CSA Cyber Security Act

ENISA European Union Agency for Cybersecurity

MNO Mobile Network Operator

SD Supporting Document

UPF User Plane Function
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RTBC

Real-Time Broadband
Communication

= XR-pro

= Holographic

Uplink Centric Br vand

Communication
= HD video uploading
= Machine vision

Spectrum

(< 100 GHz)

mMTC URLLC

« REDCAP « Reliable latency
+ NB-loT - lloT-Adv

HCS

Harmonized Communication and Sensing
« Positioning
« Sensing
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Vertical/

Terminal provider Application provider

) Industry standards and
L3: Application security methodologies
(5P compliance, application security, and service protection)

o= i : IEC62443 1ACS,
= e ¥ .lf\DpS 3 727 .
E @ G5 ; ISO/IEC 27034

, L2: Network security ; Operator NIST CSE,
(Sekure deployment, O&M security, and network proll,":-:uc-n} NCSC CAF,
(({ )D -C/ND 3GPP
--------------- @““-“““ -5G
A = |
AAL
l Vendor
>
D BBU PP ISO19600, NIST SSDF,
Base Station [EEYEEEd Router Core WIST SP800-160, 3GPR
L1: Product security NESAS
(Vendor compliance and trustworthiness, security developrment lifecycle [SDL],

and network elerment protection)
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xﬁ) 2017 2018 2019 2020 2021 2022 -
Rel-15 Rel-16° Rel-17 Rel-18
5G Basic Security Architecture and Vertical industry security enh, Conti evolution of security Future-oriented security
eMBB Security Functions +  URLLC security: dual-path transmission functions evolution
security - Security Capability Exposure: AKMA - 256-bit key algorithm
Integrity protection for air mMTC-(cIoT) Security: Lightweight Small Authentication and Key Management (anti-quantum attack
interface user plane Packet TransmissiunVSecurity Based on 3GPP Credentials and higher security)
Subscriber-level security policies Slice security: Defines NSSAAF slice +  Enhanced slice security: ID broadcast = Fake base station (FES)
(finer granularity) authentication NEs and supports slice privacy protection defection
Enhanced air interface encryption secondary authentication +  MEC security (Support for Edge «  Automatic 5GC virtual
protection for user IDs Non-public network (NPN) security: EAP- Computing in 5GC): interface security, NE certificate
SEPP Protection Inter-PLMN based non-public network authentication client authentication and authorization management
Roaming Messages
SBA Security Security authentication Security authentication Security authentication
Unified authentication -+ SCAS1.0 * SCAS20530 +  SCAS Evolution
eMBB URLLC, mMTC URLLC, mMTC (enhanced) evolution
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Network Equif

Documant title:
GSMA PRD FS.13

= Overview

This document

Description: High level explanation of NESAS

Oumer B

Document title: Document title: Document title:
GSMA PRD FS.14 GSMA PRD FS5.15 GSMA PRD FS.16
Network Equipment Security Network Equipment Security Network Equipment Security
Assurance Scheme - Assurance Scheme - Assurance Scheme =
Security Test Laboratory Development and Lifecy D and Lifecy
Accreditation and Product Assessment Methodology Security Requirements
Evaluation Description: Description:
Deseription: ouner: | | Methodology of vendor ... | | Requirements for vendor o,
Test laboratory development and lifecycle development and lifecycle
accreditation process and processes assessment E processes assessment
regquirements
Document title: Document title:
3GPP TR 33.916 3GPP TS 33.117 SCAS specific to 3GPP-
Assurance Methodology for Catalogue of General defined Network Functions are
3GPP network products Security Assurance published by 3GPP
Description: Requirements Reference:
Network Equipment Evaluation Description: https:/fwww.3gpp.org/DynaRe
Process and Creation of SCAS Generic SCAS for all Network port/33-series_htm
Owner: Functions Owner- Owner:
H® HY H®
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Q1earegne Ui ucu: FS.13 NESAS Overview v.2.2

https://www.gsma.com/security/network-equipment-security-assurance-scheme/

Process Product

NESAS =  audit

Test
NESAS involves two key elements:

1. Assessment of vendor development and product
lifecycle processes; 2. Network equipment evaluation

Together, these two elements serve as a baseline for mobile
communication network security.

NESAS is the result of
industry-wide collaboration

* 10+ operators deeply involved in the
Security Assurance Group (SECAG)

* 4 equipment vendors involved throughout
the process

* 48 working group meetings

* 4 years in the making
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Process Evolution
Criteria Developed
by GSMA
2014

Security Evaluation
Mechanism Established
By 3GPP

2012

MESAS2.0Release  NESAS2.1Release
2021.2 20221

NESAS2.2 Release
2022.10

NESAS1.0 Release
2019.10

NESAS1.1Release

Evolution 2020.8
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NESAS govemance !

+ Define securtty
requirements

* Mantan NESAS

+ Appontaudtas €

* Run dspute \
resolution

NESAS scope

€)==
=y NESAS;

audt methodolgy
+ Test laboratory
accrediiation

+ Deputeresauton

NESAS gowrnance NESAS specfcstons

Part 1 (NESAS)
(FS.xx series) Standards developed by GSMA SECAG

Audit vendor's security development process & product lifecycle management
process to ensure the product is securely developed

By Independent Audit Team accredited by GSMA
21 requirements contained
Output audit report

Part 2 (SCAS)

(TS 33.xx series) Standards developed by 3GPP SA3

Evaluate vendor’s specific product (like eNB, gNB, AMF, UPF, etc.) to ensure the
equipment is secure
By ISO17025 accredited lab
100+ cases depend on products (being extended)
QOutput evaluation report
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Cares | vercor | A s
10 global tier-1 carriers All the 4 major vendors 2 auditing companies With the promotion of
request NESAS before participate in the and 6 security test Labs Germany BSI, NESAS is widely
deployment (5 in EU) evaluation are authorized recognized by ECCG as the
ploy ) ’ basic assurance level for EU
5G CSA.
Auditing institutions:
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wuuoud), ‘cﬁcﬁucﬁﬂwﬂeﬁnztﬁQQﬂaxnﬂcﬁs@nd9uku§ug'ﬁmmmd90‘tm. Sqcndniiduanded
3Nty GSMA a=fioftdSuniuiiavazut way fncduii=edio)tdinmdacduniugisegto way
Nyfie)burdniinug).
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gulUnNguINgoutEy: Guedn, HlidIndegiy, orgurluute way ti1lg. 89tdInay
(Furiisounougyuandinsui Jinuingg tusngmeriitnasd uusuadiucsu: 3GPP, ENISA way
NIST, cderialincuniunoyunolusntuesigusnsuimuedongn wax degluzdnGun.

GSMA tfisousounIuadIusauaoLdsnty 5G (docuusugny8y, iganusaficiy
Uelmunnsofiuaoiugsiduaoiuusntuesiarivifiosis 5G Wersnligvuidnes) GSMA
‘cﬁﬁﬂ?éé.1anh"jmoﬁ‘cUUU‘Zé‘ZUmnﬁnﬁjoﬂjccwnmu?zﬁﬁﬁmncﬁséw 5G 2998, tdod13a0L
técﬁsc§9?a‘tvﬁﬁw§‘ié&ﬁnmc%&j‘témucsgﬁ%ﬁsnﬁa’ons’ouﬁmuﬁuz,Jjummzmuﬁwaowdsn
‘cz.JEﬁ’jmaczﬁe‘iuﬁasndsgﬁumu?éjﬂu?u’ﬂoaﬁu.

GSMA Snoindicducuonigniudsfdngdidu MNOs Tunuinniuaoiuysniuwgs)

guznaulueiege 5G

- ANMIUadIUYUSN WAt UAY: Uannetau NESAS tiSudznudauaoiudsntugidu

9UznoV 5G, (T NIVADIUSODILYSN W 5G SN it 1RdIInwTnzSucaoui Jeuonag

NWDURLTUEIRSIe, N1UUIRISNT, Nwduyy war naudacduucingwie Wueieg1e29fu.

« gccusdan1 g uEinin: glad3nulnazdueisungiuIngniuaoiusaoludenty 5G U
(Juang1ySgunucdsiuyinorudsnt 5G.

- musoudiunnuwaingou: JunaigsogzaududiningiuinsoudnugucsIngusnoy, 6
WIInueasgae, (1891 war Snsuwandnicdueiridnazusunau Tuniuinfgdzbiing &
021USHIUNDIUUSN tw29goUrNa L.

- nudztJuGudiuaoiudsntuesjaogiy: lodanudulnzduiuInigniuasius
Auao1udsntweeEisZiwl TununiiinuinnznIuaoug wae Aacduniuduiubulnesiniy
SUCUUNIUNIINNUINMENIUGUN0IUUSN twes)guynouisiogei2s) GSMA.
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Muao1us wnudnivaowsjiaoludsntuwesiguensy, Stinutaud, cay Sunwhives)
teiog1etnarTucisun.

Comprehensive and structured threat analysis for mobile networks Detailed attack methods and impact description
Fields Threats Fields Threats
Applica- ﬁéhémus Apgl\f:allns [DoS attack against re network An attacker initztes (D)DoS attack against the core
tion, (ocCompromising | [Voice call eavesdrapping | Threat |network trough UES, foaming mterfaces, 3rd
[Theft of Personal Data : Core  |Mobile communication monitoring applications, the internet, base stations, and
UE uicc ba;ed _W‘El;‘b;‘ow-’-ﬂl compromise Network [NF AP| Exploitation Description |iransport devices that consume network resources
ICC credential thef SIS Eavesdropping and make services unavailable
IMSI Catching CDR Harvesting —
DoS Against Terminal Device = In a distributed denial-of-service attack (DDoS
Virtual Machine Abuse attack), the incoming traffic flooding the victim
I5G/4G/3G to 2G Downgrade
DDoS attacks against MEC network originates from many different sources.

IDoS Attack Against the Network
Abuse of MEC APls

[SMS Spam - - DDoS messages can be crafted on a laptop
Passive Eavesd i Cloud  |Unauthorized Access to the Slice connected to the core network of the victim operator
Impersonating Calls and Texts [Managemer eme_m Plane . Attack and sent over the N1/N32/NO/NG/N2/N3 interfaces.
lactive E i INetwork Slice Resource Pre-emption c
Radio Jamming Network Slice Data Theft and Tampering Methodology (The attacker can send a large amount of signaling
Breaking LTE on Layer 2 |Spocfing Attack for Roaming Interconnections| and user data messages towards network nodes in a
RAN Location Data Breach short period of time. These messages can trigger
IFBS enabled LTE billing i ] traffic that exceeds the processing capability of
[Privacy Attacks using Side Channel Information Inter |£0/e50MOPPIN/TaMPSING the Data on network devices. As @ resull, too many network
[Frivacy Attacks using side Uhannel Information | i N
56 " connect Roaming Interconnections resources are occupied and unavailable for normal
LTE Inspector HLR Outage serice.
IMPAGT: IMPersonation Attacks in 4G NeTworks A2P SMS Re-routing Normal core network sevices unavailabily is a
REVOLTE SS7 RCE and Tunneling critical incident that prevents customers accessing or
Stealthy Location Identification Attack Identity Theft or Fraud Potential |using services at home or while roaming. Impacted
IGPRS Cryptanalysis Security Network [Exploitation of network configuration data Impact |customers may contact customer service who could

get overwhelmed. In addition, such attacks cause

eakness
0&m severe reputational loss for networks operator.

Hijacking TCP Connection under LTE/5G Network Log Tampering

suii 10 gJecusiize) 5G CKB Tun1ulinniuaoudsn tweo)iios i

(SuwWIy: https://www.gsma.com/security)

rialnao1uSutingauTunungnaoiudsyizeiidou igouse Tugnswerintngy

slULUCUIR

GSMA CKB responsibility sharing model Mitigation measures recommended to stakeholders

rv—

e [E— . Service Ensure the security of apps and monitor application server
. P id behaviours to prevent hackers from confrolling the apps to
rovider start DDoS attacks
Zl; 2 o secorey I
~ Request NESAS compliance to ensure equipment has a
= Operator baseline level of security prior to equipment delivery.

R (F5.31 BC- | Deploy anti-DDoS devices between ghodeBs and the core

(St cumgharc sty evekinent NGy, e seot et 014, RI-001, | network, and between the core network and the Internet.

& ¥ & Mitigation NO-007, NO- | Deploy security edge protection proxies (SEPPs) and
Measures 012, NO-013, | sianallina firewalls on the control plane of the core network to

NO-015, NO- fitter out attack sionalling packets from roaming networks.

015] Enable flow control and DDoS attack pattern packet filtering
mechanisms within core network devices

From GSMA website CKB landing page

GSMA CKR points out that 5G cybersecurity is a shared responsibility that Provide flow control and DDoS atlack pattem packet fitering
mechanisms within core network devices andfor anti-DDoS
involves key stakeholders Vendor devices.

Provide the SEPP function based on 3GPP specifications to

Application Security main responsibility of application developers and service providers filer out abnormal signalling over roaming interfaces

¥ Metwork Security commonly managed, controlled and operated by the MNO, but some

Reuters Staff “Vodafone hit by three-hour mobile network outage in
Germany” Reuters. 23 Nov 2020. 3GPP 33.821.

elements might also be outsourced to specialized service providers. References

¥ Product Security main responsibility of vendors

SUil 11 NMUsoUNUYNINIOUEENDIUUSN tw2el§ios e

(SUwY: https://www.gsma.com/security)

11



o

S13ufod1zgg Core-T1, Uannenwicuzdigidud Jgoutdgoume Tugngimeriatnae
ULz LNg 3 WIngow:

J1Au 03 n1u: aoruYsntwdwnuiguivwingnenniueeInIndutissfnae
WingoutSnosnsoufiuideSuusfiudiuaorudsntwiudiosie 5G Auritiunigducijuiema) S
§3cm$ﬂﬁccUuqzﬁwjjccmséguﬁumwUsn‘cuzagcﬁséw&j‘iaﬁijﬁnwcz‘ﬁﬂﬁu Aduaztiogtilgou
souyINY. S13u WidHIncLuSutingsuniuSudznudaunoludsn twesigdensuueiogae
(ono1uUsntues) NWoKuYIgISNg1 O&M, NIUoKLL§ese kar niudnfijgusney
Hudiv.

dadufedn: cuuSutingsulugouzsnuSudzNunoiudsn tweeIgusnsuiinri2unsus
(AUAUKUoUEERN, TuNwSudznudwnoiudsn tweejguensulnecivnintdhniudsAdnniu

ﬂ?SjOjQSUmU&JOZﬂ”mZﬂUSO‘C&J Lifecycle Development Secure (SDL), €% S9U10TUNI

£113)
Jonu ﬂO’lUﬂij’]’ljZﬂS‘lﬂQBCﬂﬂ?UQUNSUTW?U&JS&]O.

EN

GSMA tdd1eniguasuayucdstidsoutigouise Tusnneriatnazel u Uz e U0
(81U TE U UEmMR991989 TUNIWD LW UEDS W TUS NS,

Technological Controls

User Equipment and Mobile Equipment Controls
(e)UICC Management Controls

Container Internet of Things Controls

22715 Radio Network Controls

Roaming and Interconnect Controls

1
1
: MEC S - Core Network Management Controls
1 m erz\;lfes Technological Network Operations Controls
1 22743 Cerie] Security Operations Controls
I O Infrastructure | Operations oo
I 22t 221 2210 1 No. Business Controls
: ﬁ Operations|Operations| Architecture | Management BC-001 [Board Level Engagement
: = — = ZoiE = . BC-002 [Role formally recognising security
| (e)zl.llzCC Radio Core Engineering | Security R°32’:'"9 BC-003 [Oraanisational policies
1 BC-004 [GRC (Governance, risk and compliance)
: m Network Roaming : BC-005 [Secure by design
) BC-006 |Data protection/privacy it
I Business Controls (2 1) I Business BC.007 ISecure Software Development Life Cycle
L H Controls — I(SDLC) implemented
Corpurate Secunty BC-008 |Business Continuity Management (BCM)
IPhysical security controls (ISMS such as
BC-009 cameras)
BC-010 |Procurement controls
BC-011 [Outsourcing controls
BC-012 [Decommissioning of equipment

sul 12 gacuzinuniudiSunivEdazuauniudIuaouUsn tweg Eisge)

(SUwY: https://www.gsma.com/security)
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MIUAIUSAIUNIUINNIUAIWNDWYUSN LSV (I INucdisg e Qe uUvuaau oy
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N4, lodInwgivinduigniuvaorusigaldinuniuSngnoiudsntuesiguenoy, Ny
351 1y ouu JuselsignienauinSuwieudineues)fiv.
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NUWINSNFIMLIIINIWELIN” (A2 "no1U9 NN TUNWENNEUIRLiuEegIe 5G Thdaowdsn

o (5 1 (<) 1 o s o 2 1
tWlunwogeeuziy, duniuiagdageesie, NwdigIiSnga, wae naudacduguc1g”

Operator security GSMA Operator 5G network
requirements ) CKB ) security management

The GSMA CKB guides operators in 5G cyber security planning, maintenance, and optimization.
plan build maintain oplimize operate
L3: Application Security Tl s
security law and (SP compliance, application security, service securey )
EEGC) protection

Security

resilience

inetwork attack L2: Network Security + O&M security

(Secure deployment, O&M security, network
protection)

regulation

(Europe: 56

defense)

56 security

in Vertical L1: NE Security
(Standard Compliance, SDL security
development lifecycle, NE protection)

F13uti Wi Snauifegrwniudgmtnasdurnidy, fiegisgtdaidntiinoivvsntuesy
suznauiivauafndsuaziuidiegwes)fiu aoutuissucuuniud Snauciags, Sacdudierd
SarazurijcuonigniuinniivdSniufinainoate war JsucuulmiticindulunaudSnay
299 5G. e'hj‘Znﬁmuzn*ugt@‘(uﬁﬁﬁnmcenﬁaw’masnm’ucmam’lj‘tumu%nﬁgdxﬁﬁncﬁsﬁnmu (e
Subtiugstgrinolunauoruuideseee)fucdoSudsfiudaunoiuusntuesia:iu 2aUIn$1983
= GSMA CKB Hitditduususousou e Tdeiccuzirmndunaigsogautugnsameriatny
fuuzrdiy, JunagurSngurneuciagg unuduazdulionnigkdsducuon Wituynuingou
i Do tdgoutme Wedintulas 5G. awaresnciufiu GSMA 5G CKB

https://www.gsma.com/security/5g-cybersecurity-knowledge-base/

s A [z v
5 NWONTUT K ﬁjtﬁUﬂﬂUﬂOﬂUUSﬂ\CU
51 nENnLUT KL m'.ugnej:'%‘jcﬁumnmﬁnaejmnnm'm NESAS

tJOgoutigouse Tugngmerialnazsi uuuIs U tad s uniusoudcdsniuinnzuiuinngn iy
n21UUsN twig 8 uTuSUuUNIURD URUieNz N U TN tang1duiniulag 5G. 3GPP 5G 6
NeduUINnznIVNAgNn ITU IMT-2020 ¢a3cdumnagnautudui 10 Jinswy 2020.

«Q

SuUA 10 NzAn 2020, JAowny A tJ25021UMm10N31 200 ¥19U N0 UWININ,
U3806ied0, Gl0idInududisgielnsduuuIel tar Juniindtaamdolan idniudegu
n19tn ITU-R WP 5D#35e tiidniudzninssunuowiiniulag 3GPP 5G (Qouctiy NB-1oT) J
guiuinAgniuzriiingejuinnznIunIginidn IMT-2020 5G «as tiSunivegsusSudgidunTy
nauocdu ITU IMT-2020 (JuU100en1un1gininge) 5G dosnausouledngnanduna
Jurnnei1y9) e wangnneriaciiggiolan. ITU tidugaorudadngsjuinnznieiniulag 5G

299 IMT-2020 (11U € ﬁﬂmianc’éﬂajegnénmé’ezzsjmmé"suﬁ293%30&553 (Internet of
Thing).
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WP 5D timeline for IMT-2020
Detailed specifications for the terrestrial radio interfaces

2014 2015 2016 2017 2018 2019 2020

S0 50 &0
LU
#18 9 #20

Note: Meeting #36bis &s a focused meeting (technology) for finalization of Step 8 of the IMT-2020 process and completing draft new Recommendation ITU-R M.[IMT-2020.5PECS)

SU 13 1801299 ITU-R WP-5D IMT 2020

(SUwY: https://www.itu.int/en/ITU-R/study-groups/rsg5/rwp5d/imt-
2020/Pages/default.aspx)
ITU-R WP 5D wuuoislunuEnogniidaédiufignesy ITU. figutingsutuniuriadnuinn:
U2eInIUdgwINgudy (International Mobile Telecommunication (IMT). Tutaes 20 NS0H

g, intuladniudsiud 3G (IMT-2000) «e 4G (IMT-Advanced) fidnnzuatne ITU-R

WP 5D ‘cﬁUzﬁuanéﬂcﬁnc’ﬂuﬂﬂjgj‘Z':uz’n'"aIanww‘ﬁﬁmnﬂﬂasj ITU-R WP 5D dztinn e SInou
Qruyu SunawdafigsouSfuatd ITU T Study Group 17 (Security) deffinmmuuinnzniuaoly
Usntw 3GPP SA3 rar niuStadauaoiudsn twesjdintuladhisiugstoy.

ITU-T Study Group 17 (Security) cJunudngaciuaoiudentwineg 3GPP SA3 il d=fidn
MIUUINMENIVODILYUSN T (aE NuduadIngoNuaowden twiFintutagniniudsa.

snaaacuna ITU-T SG17 X.5Gsec §5nulajniuadiuysntu 3GPP 5G.

2xuouNIuLiagaueey ITU, AR ssfiuistueacuziiesy ITU-T A.5, $1989cfjconyaaui
tedecced ITU (Wenan ISO «x IEC) acdudio)iiSuniuduutulnenuniudngs ITU-T Study
Group 7isv (59971389 uecuzizey ITU-T. ‘Zucsmmugiuﬁ‘cﬁsausouéqu A5 73U 299
" 1 o ol o G)l " ] o o U ('% ] [ <« v o
X.5Gsec "g J0n010U90 twk13uriutgy 5G" sagaacusiiguiciudassingenidnnzesnia
no1UUsntwe9) 3GPP 5G.
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http://www.itu.int/rec/T-REC-A.5

[2017-2020] : [5G17] : [Q2/17]

[Declared patent(s)]

Recommendation

New

3GPP, GEMA

tem

Security guideline for 5G communication

Connected loT devices and mobile applications require wireless network access that is resilient, secure and able to protect individuals'
privacy. The 56 communication system should be designed 1o meet these high level requirements. There is a need for defining security
framework for 5G communication system, which could be a concrete ground for developing further detailed technical Recommendations in
5G security subjecis. This Recommendation provides security guidelines for 5G communication system. It identifies all components related
to security of 5G communication system. It describes generic 5G architecture and its domain identifies threats to and provides security
capabilities of each component, taking info account unique network features. This draft recommendation is based on the 3GPP 5G security
architecture.

[SG17-TD4160/PLEN (2

Mee Yeon Kim, Editor

dug Park, Editor

Heung Youl Youm, Editor

A1AL9INC Sudu: https://www.itu.int/ITU-T/workprog/wp_item.aspx?isn=15006
Use Case:GSMA 5G CKB&NESAS development in Global

Germany BS|

e LT § Ve
development

02

Philippine:

NESAS 1.082.0
NESAS|SCAS T ork Equipment Security

me (NES by 3GPP and GSMA
First Promolion: Ericsson promoted the establishment of a telecom equipment security evaluation mechanism N o | .=EE
GSMA|3GPP based on 3GPP in 2012 esma

four-in-one (Vendors, aud fitutions and Labs, regulator) ecosyslem has been formed.

ITU IMT-20:

T
ITU SG17 Tezirer 3
ITU-T work pro X.5G sec-guide b

3GPP 5¢ ity archite d SCAS.

Became the ITU IMT-2020 56

SUN 14 NiR1U1 GSMA 5G CKB 2z NESAS
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Rang

Achievement

Global

3GPP 5G has officially become the ITU IMT-2020 5G technical standard in July
10, 2020. ITU-T work programme SG17 X.5Gsec-guide based on the 3GPP
5G security architecture.

Note : International Mobile Telecommunications-2020 (IMT-2020
Standard) are the requirements issued by the ITU Radiocommunication
Sector (ITU-R) of the International Telecommunication Union (ITU) in 2015

for 5G networks, devices and services.

EU

EU recognizes the NESAS-CCS as a unified certification standard under the EU
Cyber Security Act from.

https://www.enisa.europa.eu/news/enisa-news/calling-on-you-5g-experts-join-us-
on-5g-cybersecurity-certification

Germany

Germany Security Catalogue 2.0 recognized NESAS as a 5G security
certification standard and worked with all parties to promote the development of
a unified 5G certification standard in the EU from 2020.

https://www.bsi.bund.de/DE/Service-
Navi/Presse/Pressemitteilungen/Presse2022/220705_Zertifizierung_5G-
Komponenten.html

Austria

The Austrian telecom regulator RTR has adopted the SCAS standard for telecom
security regulation in the Telecom Cyber Security Regulation 2020 (TK-NSiV
2020). Official support for inclusion of NESAS into the EU cyber security
certification framework 2020.07. 04

https://www.rtr.at/ TKP/aktuelles/veroeffentlichungen/veroeffentlichungen/Veror
dnungen/Telekom-Netzsicherheitsverordnung 2020 (TK-NSiV_2020.de.htm

Netherlands

Regulation of the Minister of Economic Affairs and Climate of 1 October 2021,
no. WJZ/20056324, containing further rules regarding the security and integrity
of public electronic communications networks and services
(Telecommunications Security and Integrity Regulations).

https://zoek.officielebekendmakingen.nl/stcrt-2021-42618.html

Brazil

Item 2 of <ATO N° 77, DE 5 DE JANEIRO DE 2021> Cyber Security
Requirements for Telecommunications Equipment, released by Anatel in 2020
and effective in 2021, lists NESAS/SCAS as the reference standard for
telecommunications equipment, 2021.01.

https://www.in.gov.br/web/dou/-/ato-n-77-de-5-de-janeiro-de-2021-297933302

China

NESAS has been approved as the basic standard for 5G security assessment and
has been implemented by China‘s IMT 2020 promotion team. All 5G equipment
suppliers in the Chinese market comply with the NESAS standard system.
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Approximately 1.5 million 5G sites in China’s 5G networks (as of December
2021) were expected to be NESAS compliant and certified.

http://www.caict.ac.cn/kxyj/qwib/bps/202002/t20200204_274118.htm

Singapore

Singapore government has acknowledged NESAS (IMDA 21 GHz Public
Consultation Document) on 26 July 2021.

https://www.imda.gov.sg/-/media/Imda/Files/Regulations-and-
Licensing/Regulations/Consultations/202 1/Next-Wave-of-5G-Growth-and-
Deployment-in-Singapore/21-GHz-Public-Consultation-

Document.pdf?la=en&hash=871CDE093D95FA731129030985E8DECD

Thailand

The Office of the National Broadcasting and Telecommunications Commission
(NBTC) officially released the national 5G security guideline to call for
stakeholders of Thailand telecom industry to comply NESAS standards on 3rd
Nov. 2021.

https://www.nbtc.go.th/News/govnewspartner/51190.aspx

Philippines

Philippines Department of Information and Communications Technology
(DICT) officially released the national 5G security guideline, recognized and
adopted NESAS to call for stakeholders of Philippines telecom industry to
comply NESAS standards on 1st July 2022.

https://dict.gov.ph/

https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-
Security-Standards-and-Framework-in-5G-Equipment-2022-07-01.pdf

Laos

Laos Ministry of Technology and Communications (MTC) officially released
the national 5G security guideline, recognized and adopted NESAS on 1st July
2022.

https://mtc.gov.la/index.php?r=site%2Fdetail&id=897

Tunisia/The
Arab League

The Arab League officially recognized and adopted the NESAS standard by
cyber security white paper on October 22, 2021.

https://www.mtcen.gov.tn/index.php?id=119&1 =-
1%5C%27&tx_ttnews%SBtt_news%5D=4335&cHash=8004500dd3cd4237a6fa
9226d916¢7df

OIC-CERT
5G Security
Framework
Promotion
Plan

Mutual Certification Mechanism Implementation: implement the certification
mechanism with security standards (NESAS/SCAS,cloud security,etc) in some
key/pilot OIC member states in 2022, which would be selected from different
regions and states, later. The finally confirmed key/pilot countries should
satisfy with following one or more conditions:

(1) Have friendly relationships with each other selected ones;
(2) Be good at propagation and impact expansion;

(3) Have good wiliness to strength cyber security capacity.

https://www.oic-cert.org/en/events/5g/index.html#. YodGRKhByUk
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https://www.imda.gov.sg/-/media/Imda/Files/Regulations-and-Licensing/Regulations/Consultations/2021/Next-Wave-of-5G-Growth-and-Deployment-in-Singapore/21-GHz-Public-Consultation-Document.pdf?la=en&hash=871CDE093D95FA731129030985E8DECD
https://www.imda.gov.sg/-/media/Imda/Files/Regulations-and-Licensing/Regulations/Consultations/2021/Next-Wave-of-5G-Growth-and-Deployment-in-Singapore/21-GHz-Public-Consultation-Document.pdf?la=en&hash=871CDE093D95FA731129030985E8DECD
https://www.nbtc.go.th/News/govnewspartner/51190.aspx
https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-Security-Standards-and-Framework-in-5G-Equipment-2022-07-01.pdf
https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-Security-Standards-and-Framework-in-5G-Equipment-2022-07-01.pdf
https://dict.gov.ph/wp-content/uploads/2022/07/The-Need-for-Philippines-Security-Standards-and-Framework-in-5G-Equipment-2022-07-01.pdf
https://mtc.gov.la/index.php?r=site%2Fdetail&id=897
https://www.mtcen.gov.tn/index.php?id=119&L=-1%5C%27&tx_ttnews%5Btt_news%5D=4335&cHash=8004500dd3cd4237a6fa9226d916c7df
https://www.mtcen.gov.tn/index.php?id=119&L=-1%5C%27&tx_ttnews%5Btt_news%5D=4335&cHash=8004500dd3cd4237a6fa9226d916c7df
https://www.mtcen.gov.tn/index.php?id=119&L=-1%5C%27&tx_ttnews%5Btt_news%5D=4335&cHash=8004500dd3cd4237a6fa9226d916c7df
https://www.oic-cert.org/en/events/5g/index.html#.YodGRKhByUk

https://www.zawya.com/en/press-release/companies-news/oic-cert-5g-security-
framework-working-group-kicks-off-global-series-of-cybersecurity-workshops-
in-malaysia-bn7ttyiy

Indonesia

On September 3, 2022, Indonesia BSSN&ITDel jointly released the a BOOK of
strategic Analysis for Indonesia Cyber Security Toward To 5G Technology Era,
which officially recognized and adopted NESAS|SCAS, OIC CERT 5G security
framework, and GSMA 5G CKB!

https://bssn.go.id/menko-marves-luhut-binsar-panjaitan-dan-kepala-bssn-hinsa-
siburian-luncurkan-buku-tinjauan-strategis-keamanan-siber-indonesia-menuju-
era-5g-hasil-penelitian-bersama-poltek-ssn-dengan/

Nepal

Nepal Telecommunications Authority (NTA) officially released the national
5G security guideline to recognized and adopted NESAS on 19 Oct. 2022.

https://nta.gov.np/en/consultation-paper/

https://nta.gov.np/wp-content/uploads/2022/10/Review-Paper-about-NESAS .pdf

Bangladesh

Bangladesh BRTC officially acknowledged NESAS(ITU. GSMA. 3GPP) in
national mobile service on 12 Dec. 2022.

http://www.brtc.gov.bd/

Malaysia

CSM under KKMM of the Malaysia Ministry of Communications publicly
recognized and adopted the NESAS&GSMA 5G CKB&OIC CERT 5G security
framework and officially released a guideline on the CSM official website on 21
Dec.2022.

https://www.cybersecurity.my/en/knowledge banks/articles/main/detail/2372/ind
ex.html

https://www.cybersecurity.my/data/content_files/13/2383.pdf

Sri Lanka

Sri Lanka cert and multi-stakeholder achieved the consensus on NESAS scheme
to be national 5G security standard on 30th Nov 2021.

https://www.ft.Ik/it-telecom-tech/5G-roll-out-challenges--Governance--
legislation--awareness--capacity-and-NESAS-standards/50-726824
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https://www.zawya.com/en/press-release/companies-news/oic-cert-5g-security-framework-working-group-kicks-off-global-series-of-cybersecurity-workshops-in-malaysia-bn7ttyiy
https://www.zawya.com/en/press-release/companies-news/oic-cert-5g-security-framework-working-group-kicks-off-global-series-of-cybersecurity-workshops-in-malaysia-bn7ttyiy
https://www.zawya.com/en/press-release/companies-news/oic-cert-5g-security-framework-working-group-kicks-off-global-series-of-cybersecurity-workshops-in-malaysia-bn7ttyiy
https://nta.gov.np/en/consultation-paper/
https://nta.gov.np/wp-content/uploads/2022/10/Review-Paper-about-NESAS.pdf
https://nta.gov.np/wp-content/uploads/2022/10/Review-Paper-about-NESAS.pdf
https://www.cybersecurity.my/en/knowledge_banks/articles/main/detail/2372/index.html
https://www.cybersecurity.my/en/knowledge_banks/articles/main/detail/2372/index.html
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a0 | enegw eiatu
[1] TS 33.116 Security Assurance Specification (SCAS) for the MME network product
' class
[2] TS 33.117 Catalogue of general security assurance requirements
3] TS 33.216 Security Assurance Specification (SCAS) for the evolved Node B (eNB)
' network product class
[4] TS 33.250 Security assurance specification for the PGW network product class
Security Assurance Specification (SCAS) for the next generation Node B
[5] TS 33511 (gNodeB) network product class
5G Security Assurance Specification (SCAS); Access and Mobility
[6] TS33512 management Function (AMF)
[7] TS 33.513 5G Security Assurance Specification (SCAS); User Plane Function (UPF)
8] TS 33514 5G Security Assurance Specification (SCAS) for the Unified Data
' Management (UDM) network product class
9] TS 33515 5G Security Assurance Specification (SCAS) for the Session Management
' Function (SMF) network product class
5G Security Assurance Specification (SCAS) for the Authentication
[10] | TS33.516 Server Function (AUSF) network product class
[11] | Ts33517 5G Security Assurance Specification (SCAS) for the Security Edge
' Protection Proxy (SEPP) network product class
5G Security Assurance Specification (SCAS) for the Network Repository
[12] | TS33.518 Function (NRF) network product class
5G Security Assurance Specification (SCAS) for the Network Exposure
[13] | TS 33519 Function (NEF) network product class
[14] |Fsa13 NESAS Overview v.2.0
[15] | FS.14 NESAS Security Test Laboratory Accreditation v.2.0
[16] | FS.15 NESAS Development and Lifecycle Assessment Methodology v.2.0
[17] | FS.16 NESAS Development and Lifecycle Security Requirements v.2.0
18 ISO/IEC 17025 General requirements for the competence of testing and calibration
[18] laboratories
3GPP TS 37.145-1 version 15.3.0 Release 15, Active Antenna System (AAS
i l i (AAS)
[19] | 3GPP TS 37.145-1 Base Station (BS) conformance testing; Part 1: conducted conformance
testing
[20] | 3GPP TS 37.145-2 3GPP TS 37.145-2 version 15.3.0 Release 15, Active Antenna System (AAS)

Base Station (BS) conformance testing; Part 2: radiated conformance testing
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https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=2270
https://www.gsma.com/security/resources/fs-13-network-equipment-security-assurance-scheme-overview/
https://www.gsma.com/security/resources/fs-14-network-equipment-security-assurance-scheme-security-test-laboratory-accreditation/
https://www.gsma.com/security/resources/fs-15-network-equipment-security-assurance-scheme-vendor-development-and-product-lifecycle-requirements-and-accreditation-process/
https://www.gsma.com/security/resources/fs-16-network-equipment-security-assurance-scheme-development-and-lifecycle-security-requirements/
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