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2/3/4G/NSA Security Standard Frozen

BH® 016 2017 2018 2019 2020 2021-
Rel-14 & before Rel-15 Rel-16 Rel-17+
MBB security mechanisms and eMBB security mechanisms and Enhanced functions in vertical industries Enhancements
functions ready functions ready + URLLC = Non-USIM authentication methods
+ Mutual authentication = Unified authentication — Applying specific UP security policy applicable to industry cases
« Encryption on NAS/AS - User Plane Integrity Protection mechanism to meet higher reliable « Security capability exposure
+  Integrity Protection on on AS-UP requirements based on new authentication and
NAS/AS except AS-UP - Concealed user IDs + mMIC key agreement architecture
- Key hierarchy - New SEPP NF for roaming — Lightweight security mechanism, maiching defined by 3GPP
+ Network-level security policy security small data transmission = New interface security for different
= ity: - i new scenarios, e.g. MEC, private
o ST s Pl P NPN Security: EAP based Non-public network V] pi
} authentication network
security policy
+ Slicing Security: EAP based Slice Authentication
MBB eMBB URLLC, mMTC URLLC, mMTC (enhanced)

® 2/3/4G/5G NSA Core/RAN security is defined in R14 for MBB with very mature technical measures.
® 56 SAdefined in R15 for eMBB with mature technical measures.

® URLLC and mMTC scenarios for vertical industries are in R16 and R17
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Vertical/

Terminal provider Application provider

Industry standards and

L3: Application security methodologies
(SP compliance, application security, and service protection)

N o= IECE2443 IACS,
] =) e W\{: Apps |5:‘3J"¢EC5";C34
HR=Y=" C ) /IEC 2

: L2: Network security / Operator NIST CSF
(Sekure deployment, O&M security, and network progection) NCSE CAE

(ﬁ ))) _Cf“? 3GPP
-

El AAU = Vendor

BEU CAEFE | ; ISO19600, NIST SSDF,

Base Station CEEYEEED Router Core MIST SP800-160, 3GPP,
L1: Product security NESAS
(Vendor compliance and trustworthiness, security development lifecycle [SDL],
and network element protection)
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Process Product

NESAS  ® | »0is

Test
NESAS involves two key elements:

1. Assessment of vendor development and product
lifecycle processes; 2. Network equipment evaluation

NESAS is the result of
industry-wide collaboration

* 10+ operators deeply involved in the
Security Assurance Group (SECAG)

* 4 equipment vendors involved throughout
the process

* 48 working group meetings
Together, these two elements serve as a baseline for mobile

communication network security. * 4 years in the making
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Kl

Document title:
GSMA PRD FS.13
Network Equipment Security Assurance Scheme — Overview

Description: High level explanation of NESAS

Bz a

Document title:

GSMA PRD Fs.14

Network Equipment Security
Assurance Scheme —
Security Test Laboratory
Accreditation and Product
Evaluation

Description:

Test laboratory
accreditation process and
requirements

Owner:

Document title:

GSMA PRD FS.15

Network Equipment Security
Assurance Scheme —
Development and Lifecycle
Assessment Methodology
Description:

Methodology of vendor o, ...

development and lifecycle
processes assessment a

Document title:

GSMA PRD FS.16

Network Equipment Security
Assurance Scheme —
Development and Lifecycle
Security Requirements
Description:

Requirements for vendor o, ...

development and lifecycle '
processes assessment a

Document title:

3GPP TR 33.916

Assurance Methodology for
3GPP network products

Description:
Network Equipment Evaluation
Process and Creation of SCAS

Owner:

i3

Document title:

3GPP TS 33.117

Catalogue of General
Security Assurance
Requirements

Description:

Generic SCAS for all Network

Functions Owner:

Ciad

SCAS specific toa 3GPP-
defined Network Functions are
published by 3GPP

Reference:

https://www.3gpp.org/DynaRe
port/33-series.htm
Owner:
K oy

sull 5 anzFugiuiingogenuariainuinnzniu NESAS [4]




a
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Security Evaluation Process Evolution
Mechanism Established Criteria Developed
By 3GPP by GSMA NESAS1.0 Release MNESAS1.1 Release NESAS2.0 Release  NESAS2.1 Release

Evolution 2012 2014 2019.10 2020.8 2021.2 2022.1
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2N tjeiogrwdne m3 RAN (Radio Access Network) s téiog1wmIn m3 (Core
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NESAS (S uny. 1010 InautnsJucei sudiazdug uizellancgu: Vodafone, China
Mobile, MTC, Telenor... tiQsydigusnaucdiogisnasiuals doguiuuinnniu NESAS
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NESAS governance: NESAS scope: SCASeslor
= Define security = Vendor processes f

requirements requirements & i
+ Maintain NESAS goves CSH— defines i melaioky 5\],,@ f e BGF‘F‘ - Smm,
+ Appontaudias S Test laboratory BGPP S"U requirements
* Run dispute W NESAS meﬂ'rmm "\fG - e - SCAS - Test cases

resolution + Dispute resolufion

mm rance NESAS sqecifostions. Network Funcions ‘Seouity Assuance Specficston
Part 1 (NESAS) Part 2 (SCAS)

(FS xx series) Standards developed by GSMA SECAG

Audit vendor's security development process & product lifecycle management
process to ensure the product is securely developed

By Independent Audit Team accredited by GSMA
21 requirements contained

Qutput audit report

(TS 33.xx series) Standards developed by 3GPP SA3

Evaluate vendor’s specific product (like eNB, gNB, AMF, UPF, etc ) to ensure the
equipment is secure

By IS017025 accredited lab
100+ cases depend on products (being extended)

Output evaluation report
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numn: International Mobile Telecommunications-2020 (IMT-2020

Standard) ugriafindisentne ITU Radiocommunication Sector (ITU-R) 29332011

WWtnaUUVINLRNIYUsenn 1S International Telecommunication Union (ITU)

Ut 2015 S1Jucéiogrwguznou we NWiINIU29) 5G.
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https://www.enisa.europa.eu/news/enisa-news/calling-on-you-5g-experts-join-us-

on-5g-cybersecurity-certification
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Germany Security Catalogue 2.0 Susgjli NESAS (Juuinmzniuaaildsntuing
tfiniinegggusneu 5G «A: soulHuyNEetEe I UNIVELNNEVIUINNETIVNIVSUSS)

5G ccuUﬁuﬁj'qsu‘iwmmzmuqisuﬁjcmﬁ 2020.

https://www.bsi.bund.de/DE/Themen/Unternehmen-und-

Organisationen/Standards-und-Zertifizierung/Zertifizierung-und-

Anerkennung/Zertifizierung-von-Produkten/Zertifizierung-nach-NESAS/NESAS-
CCS-GI_node.html

yzcnnoue
U

tenzUciectd Sud 1 01 2020 seduil WJZ/20056324 S9tdrocigndnemucdudu
risofiuaoiudsntuesfissiuniudsiu (Telecommunications Security and Integrity

Regulations).

https://zoek.officielebekendmakingen.nl/stcrt-2021-42618.html
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http://www.caict.ac.cn/kxyj/qwfb/bps/202002/t20200204 _274118.htm
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IMDA tiQzy NESAS Tutenzg1u IMDA 21 GHz Public Consultation Document Tu

Sui 27 HAzhn 2022 nisonuniusSudsRugjusngugsjidisgie 5G.

https://www.imda.gov.sg/-/media/Imda/Files/Regulations-and-

Licensing/Regulations/Consultations/2021/Next-Wave-of-5G-Growth-and-
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